Wireshark - Installation et
utilisation

Difficulté : Confirmé

Notions : Réseaux, protocoles, analyse de trame.

l.Introduction

Ce document a pour but de vous apprendre a utiliser les fonctions basiques de wireshark. Ce qui
peut étre utile pour annalyser la cause d’'un probleme réseau ou tester le bon fonctionnement d’un
protocole.

Wireshark peut étre téléchargé ici : Download Wireshark

Prérequis : Un poste sous Windows 7 minimum, Une carte réseau RJ45 ou une carte wifi.

Il. Installation
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2.1 Lancement de l'installation

Lancer l'installer.

M Wireshark-winB4-3.6.0

L'installation est basique. Il suffit de suivre I'assistant d’installation.

Ml Wiseshark 3.6.0 64-bit Setup - b4

Welcome to Wireshark 3.6.0 G4-bit
Selup

This wizard wil guide you through the installation of
Wireshawk.

Bafere starting the instalation, make aure Wireshark is not
running.

Chek: Mt to continue,

M Wireshask 3.6.0 54-bit Setup - "

Choose Components
Chease which features of Wireshark 3.6.0 64-bit you want to instal, ‘

The folowing companents ane avalable for instalation.

Selact components to inatal: m

[#] Tshark
+ lle'bgn: & Extensions
& Toxls

[+] Bocumentation

Description
Space requined: 223.4 MB

< Back Cancel

M Wireshark 3.6.0 62-bit Setup =

License Agreement
Plasse review the boense terms before instaling Wirschark: 3.6.0 B3-bit.

‘Wireshark is distributed under the GNU Ganeral Public License.

x

art [ Some remarks regarding the koense gven in
\Part IL: The actual boense that covers Wirsshark.
ark [I1; Other spplicable koenses,

When in doubit: Part TLTI is the legally banding pact, Part T is just
Hara '.J:Take it e for paopks Eat are ot famller with the GPLvI.

This i ot an end user bcense sgresment (EULAY. 1t is provided here for informational
PEposes only.

< Bade Cancel

Wireshark 3.6.0 64-bit Setup -
l

Additional Tasks
Create shorbosts and assedate fe extensions,

Create Shodouls
A wireshack Start Menu Them
EA wireshark Desktop Icon
A wireshark Guick Launch feon
Associate File Extensions

£ Assadiate trace fie extensions with Wireshark

Extensions indude Svw, ap, apc, atc, bfr, cap, enc, esf, fd, ipfix, lcap,
mglog, niar, cut, pean, peape, pig, plt, iS5, snoop, sye, Ipe, W1, ace,
g, war, wpc, and wpz.

< Back

E”lﬂ'.:ﬂtcmml: of thres parts: a

*
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M Wireshark 3.6.0 64-bit Setup - = Ml Wireshark 36,0 64-bit Setup - X
Choose Install Location Packet Caplure
Choose the folder in which ta install Wireshark 3.6.0 54-bet. ‘ Wireshark requires either Mocap or WinPcap tn capture kve network data, ‘
Choose & directary in which to instal Wireshark. Cumently instaled Mpcap or WinP'Gop version
Mk of these are installad
Instadl
7] inetal Mpeap 1.55
{se AddBemove Programs first bo uninstall any undetected old Npcap or WirPoap
Destination Folder Imnportant notios
If your system has crashed during a Wireshark installation, you must run the command
| | Brovse... ‘et stop npcap” a5 Administrator befone upgrading Nocap, so that it doesnt crash again
Space required: 223.4MB et WinPcap
Spoce wvalsble: 36,768 Learn more sbout Mpcap and WinPeap
Wirashark® nstale o) Installer
<o [het> | | conce <sox x> ] | come
M Wireshark 3.6.0 64-bit Setup - e Ml Wireshark 3.6.0 64-bit Setup -
USE Caphure Installing
USEPesp it required ko capture UISE trafhic. Should USEPcan be irstaled ‘ Please wait while Wireshark 3.6.0 64-bit is being instaled, ‘
(expenmental]?
Currently instaled LISBPcap verson Extracts wiredst_xGdexe
LISBPCap i orantly nol indallad .
Trstad Exctract: services A
[ instal USEPcap 1.5.4.0 Extract: pami viml.xsl
{Use Add Femove Programs first to uninstal any undetected old LS8 cap versions) Extract: ws.oss
Extract: wireshark.himl
Impertant notice Extract: wireshark-filter, hitml
In case of issue after installation, please use the system restors point created or read Extract: dumpeap,exe
Pkt it oo fdesowin Lesbpeap feses 3 Extract: dumpean. i
Extract: extcap.himl
Extract: ipmag.himl
Leam more about USEPcap Extract; voredat_xidexe ¥
Wireshark® [rskalles Wireshark® Instalar
<Back || mmtal | | concel [ cma || mext> Cancel

2.2 Installation de Npcap

Lors de I'installation de Npcap, Valider en Cliquant sur ‘I Agree’
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(o) Mpcap 1.55 Setup - X
License Agreement

Flease review the license terms before installing Mpcap 1,55,

Press Page Down to see the rest of the agreement.

MPCAP COPYRIGHT § EMD USER. LICEMSE AGREEMEMT

Mpcap is @ Windows packet sniffing driver and library and is copyright
(c) 2013-2021 by Insecure, Com LLC ("The Nmap Project™. Al rights
reserved,

Even though Mpcap source code is publicly available for review, it is

not open source software and may not be redistributed without spedal

permission from the Mmap Project. The standard version is also

limited to installation on five systems. We fund the Mpcap project by W

If you accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement to install Mpcap 1.55.

Cancel

Cocher les cases suivantes :

i) Mpcap 1.55 Setup - x

Installation Options
Please review the following options before installing Mpcap 1.55

[ ] Restrict Mpcap driver's access to Administrators only
Support raw 802, 11 traffic (and monitor mode) for wireless adapters

Install Npcap in WinPcap API-compatible Mode
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it Mpeap 1.55 Setup —

Installation Complete
Setup was completed successfuly.

<Back || mMext> | | Coneel

(5 Mpcap 1.55 Setup =

Hpcap has been installed on your computer.

(Chck Firizh 1o dose this wizard,

N

2.3 Installation de USBpcap

Puis, Installer USB Pcap. Cocher les deux cases et cliquer sur suivant.

ﬁ U5BPcap 1.5.4.0 Setup: License Agreement — *x | 8 USBPcap 1.5.4.0 Setup: License Agreement - x
ﬁ USBPcap Driverlicanse ' ﬁ USBPcapCMD license
GNU GENERAL PUBLIC LICENSE ~ | Copyright (c) 2013-2020, Tomasz Mon A
Version 2, June 1591 | All rights reserved.

Copyright (C) 1989, 1551 Free Software Foundation. Inc..
51 Frankiin Street. Fifth Floor, Boston, MA 02110-1301 USA
Eweryone is permitted to copy and distribute verbatim copies
of this license document. but changing it is nof allowed.

Preamble
The bicenses for most software are designed to take away your »
oz s dams bs shas: sad dhacsas 3 M cockenal o ML M on ol Mkl

[¥ |accept the tems of the License Agreement

Cancel | Mullsoft Install System v3.05 Next >

Redistibution and use in source and binary forms. with or without modficatian.
are pemitied provided that the following condtions ane met:

Redistibutions of source code must retain the above copyright notice, this list of
Redistributions in binary form must reproduce the above copyright notice, this st
of condtions and the following disclaimer in the documentation and./or ather
matenials provided with the distrbution. =)

e SAFTIATARIFE 18 RS ARED A TUE AARWEL T L RERe auf

[V | accept the tenns of the License Agreement

Cancel miullsaft Tristall Syskem v3,05 < Badk "WI

Laisser les cases cochées et terminer |'installation.
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ﬁ USBPcap 1.5.4.0 Setup: Installation Options — x

Check the components you want to install and unchecdk the components
you don't want to install. Click Next to continue.

Select the tyoe of stal: .
0Or, select the optional USBPcap Driver
components you wish to install: 1SBPcapCMD

Detect USE 3.0

Space required: 450.0 KB

Cancel < Back | Mext = |

‘_'E USBPcap 1.5.4.0 Setup: Installation Folder - >

S| Setup will install USBPcap 1.5.4.0in the following folder. To install in a
different folder, dick Browse and select another folder. Click Install to start
the installation.

Destination Folder

Browse...

Space required: 490.0 KB
Space avaiable: 36.7 GB

Cancel < Back | Install |

5 USBPcap 1.5.4.0 Setup: Completed —

| Completed
S INEEENENENENENENENENENENENEEEEEN

Show details

| Close |

2.4 Fin de l'installation

Terminer I'installation.

M Wireshark 3.5.0 54-bit Setup -

Inztallation Complete
Sebup was completed successfuly. ‘
Completed
Extract: x-colprize-paciets.png A

Extract: x-resire-colemns, png

Extract: x-stay-last.png

Extract: soom-n.png

Extract: zoom-original.png

Extract: zoom-out.png

Cutput folder: C\Program Fles\Wiresharkivireshark Liser's Guide
Cuutput feldes: C:'\Program FlesWireshark

Extract: faq.himl

Completed

M Wireshark 3.6.0 64-bit Setup =

Completing Wireshark 3.6.0 64-bil
Selup

¥our computer must be restarbed in order to complete the
nstalaton of Wireshark 3.6.0 G4-bit, Do you want to reboot
o ?

() Rieboat navw

(21 want to marwally reboot later
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Il1l. Démarrer une capture

Lancer le programme.

Wireshark

Sélectionner l'interface réseau a utiliser.

(ici : Ethernet0)

La capture se lance et les paquet capturés apparaissent.

M Uanalyseur de réseau Wireshark — O b4
Fichier Editer Vue Aller Capture Analyser Statistigues Telephonie  Wireless Outils  Aide
dn " ® RERez2E=T IEEHaAQan
ﬁl;:\:\ v & display flter i m ']+
Welcome to Wireshark
Capture
..en ublisant ce filtre : [ Entrer un fitre de caphure = | Toutes les interfaces affichées ™
F_; ‘Connexion au réseau local™ 8 —_
Connexicn au réseau local™ 7 —_—
Connexion au réseau local® 6 -
Connexion réseau Bluetooth —
Ethernet) My
Adapter for loopback traffic capture 1
@  USBPeapl .
&  USBPeap2 —
@  USBPeap3 —
Découvrir
Guide Utilisateur - Wiki - Questions et Réponses - Listes de diffusion
Vous exéoutez Wireshark 3.6.0 (v3.5.0-0-g3a34e 44d02c9). Vous recevez les mises 3 jour automatiques.
7 prét pour charger ou capturer Pas de paguets Profie: Default
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172.28.8.5

£ Capture en cours de Ethernetd - X
Fichier Editer Vue Aller Capture Analyser Statistiques Telephonie  Wireless Outils  Aide

mde RERe==f o5 EQaQan
[. “'-\ppl'-r' a display filter ... <Ctrl-/> =3 -+
No. Time: Source Destination Protocol  Length Info ~
E 14 3.847263 172.28.8.5 172.26.8.1 SMB2 126 Session Logoff Request
i 15 3.847498 172.20.0.1 172.20.8.5 SMB2 126 Session Logoff Response
: ; 1 54 5 > 445 45 45 8

17 6.821244 172.26.08.1 DNS 91 Standard gquery @xlef5 A settings-win.data.microsoft.com
18 6.821395 VMware_af:808:43 Broadcast ARP 42 who has 172.20.8.22 Tell 172.20.8.5

19 6.583496 VMware_9b:76:ca Broadcast ARP 6@ Who has 172.20.0.2542 Tell 172.20.0.1

28 6.52827@ 172.20.8.5 172.20.0.1 DNS 9@ Standard query @xccS5a A watson.telemetry.microsoft.com
21 6.6209258 VMware_@f:808:43 Broadcast ARP 42 Who has 172.28.8.22 Tell 172.28.6.5

22 7.224268 VMware_9b:76:ca Broadcast ARP 60 Who has 172.20.0.254? Tell 172.26.8.1

23 7.627942 VMware_af:808:43 Broadcast ARP 42 who has 172.20.8.22 Tell 172.20.8.5

Frame 1: 91 bytes on wire (728 bits), 91 bytes captured (728 bits) on interface \Device\NPF_{7316CA6D-E@41-4AD@-9708-36935CD1ADFI}, id @
Ethernet II, Src: VMware_0f:808:43 (00:0c:29:8f:80:43), Dst: VMware_Ob:76:ca (80:0c:29:09b:76:ca)

Internet Protocol Version 4, Src: 172.28.8.5, Dst: 172.20.8.1

User Datagram Protocol, Src Port: 53358, Dst Port: 53

Domain Name System (query)

29 9b 76 ca @@ 8c 29 @f 3@ 43 @3 20 45 @0 )--CE
@l B3 &2 98 56 11 08 8@ ac 14 88 85 ac 14 M- e
d® Be @@ 35 @@ 39 58 79 le f5 @1 @0 @0 @1 n5:9 Xy--ooo
B0 80 80 B0 @c 73 65 74 74 69 6e 67 73 2d - s ettings-
6e @4 64 61 74 61 @9 6d 69 63 72 6f 73 6f win-data -microso
83 63 6T 6d @2 8@ @1 B8 8l ft-com- -

O 7 Ethernetd: <live capture in progress= Explorateur de fichiers h || Paquets: 23 - Affichés: 23 (100.0%:) || Profile: Default

La fenétre est composée de Trois espaces :
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3. 847621 .28.8. 172 8.1 54 49675 -+ 445 [RST, ACK] Seq=145 Ack=145 Win=8 Len=8
17 6.821244 172.206.8.5 172.26.08.1 DNS 91 Standard gquery @xlef5 A settings-win.data.microsoft.com

18 6.821395 VMware_af:808:43 Broadcast ARP 42 who has 172.20.8.22 Tell 172.20.8.5

19 6.583496 VMware_9b:76:ca Broadcast ARP 6@ Who has 172.20.0.2542 Tell 172.20.0.1

28 6.52827@ 172.20.8.5 172.20.0.1 DNS 9@ Standard query @xccS5a A watson.telemetry.microsoft.com
21 6.629250 VMware_@f:808:43 Broadcast ARP 42 Who has 172.208.8.22 Tell 172.26.8.5

22 7.224268 VMware_9b:76:ca Broadcast ARP 60 Who has 172.20.0.254? Tell 172.26.8.1

23 7.627942 VMware_af:808:43 Broadcast ARP 42 who has 172.20.8.22 Tell 172.20.8.5

Frame 1: 91 bytes on wire (728 bits), 91 bytes captured (728 bits) on interface \Device\NPF_{7316CA6D-E@41-4AD@-9708-36935CD1ADFI}, id @
Ethernet II, Src: VMware_0f:808:43 (00:0c:29:8f:80:43), Dst: VMware_Ob:76:ca (80:0c:29:09b:76:ca)

Internet Protocol Version 4, Src: 172.28.8.5, Dst: 172.20.8.1

User Datagram Protocol, Src Port: 53358, Dst Port: 53

Domain Name System (query)

£ Capture en cours de Ethernetd - X
Fichier Editer Vue Aller Capture Analyser Statistiques Telephonie  Wireless Outils  Aide
mad® RERe=f ¢ 5EAQAQH
[. |F\pp|‘r' a display filter ... <Ctrl-/> [=] ,] +
—
MNo. Time: Source Destination Protocol  Length Info
E 14 3.847263 172.28.8.5 172.26.8.1 SMB2 126 Session Logoff Request
i 15 3.847498 172.20.0.1 172.20.8.5 SMB2 126 Session Logoff Response
! :
|

2

Bc 29 9b 76 ca @@ Bc 29 Af 38 43 63 99 45 B8 e ywees ) CoEr
4d @1 33 80 @8 80 11 @8 88 ac 14 80 85 ac 14 L 3
@1 d@ 6e @@ 35 8@ 39 58 79 le 5 61 @9 6@ 81 cone 58 Xy
B0 B0 B0 B0 B Bc 73 65 74 74 69 6e 67 73 2d - s ettings-
69 6e @4 64 61 74 61 @9 6d 69 63 72 6f 73 6f win-data -microso
74 83 63 6T 6d @0 B2 @1 80 @l ft-com- -
O 7 Ethernetd: <live capture in progress= |Exp|0rateur defichiers h || Paquets: 23 - Affichés: 23 (100.0%:) || Profile: Default

1. Liste des paquets capturés. Par défaut, cela défile en temps réel et ne trie pas les
paquets.

2. Contenu de la trame découpée par blocs.

3. Contenu du paquet affiché en hexadécimal et texte.

IV. Utiliser les filtres

Afin de rendre la capture plus facile et lisible, il est possible de filtrer sur une IP ou un protocole
particulier.
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& Capture en cours de LANIG

Fichier Editer Wue Aller Capture Analyser Statistiques

Telephonie

Wireless  QOutils

Aide

Aimie PRERQRe==FLEEqaan
™ :m:ﬂ_ﬁgn * | Destration Protocel  Length Info
ipaddr == 192.0.2.1 - 2a81:e34:eced:1Bad:_ 55Lv2 1454 Encrypted Data [TCP segment of a reassembled POU]
ipvb.addr 3= 2000:dbé:1 . 2604 ;2880 :480:d0: i 1. TCP 74 SB965 -+ 443 [ACK] Seqel Ack=18801941 Win=6179 Len=d
ipaddr == 192.0.2.1 and not topuport in {20 25) . 2aBl:e3d:eced:1BaB:. S5Lv2 1494 Encrypted Data [TCP sepment of a reassembled POU)
ip - 2684:2890:409:d0: 11 TCP 74 5@965 = 443 [ACK] Seqe=1 Ack=18883361 Win=617% Len=0
ipoptions.cpse 192.168.1. 255 e 95 54015 - 54915 Lens263
ipoptions.eol | 2ab1:e3d:eced: 16a8:. TCP 1494 443 + 58965 [ACK] Sequl@E03361 Acksl WineSed Len=1428 [TCP
:m:::::r;-‘_‘?ﬂ? | 2604:2888:409:40: 11 TCP 74 58965 + 443 [ACK] Seq-1 Ack-18884781 Win=617% Len=@
ipoptions. miu_reply | 2a01:e34zeced:iBof:_ TCP 1494 443 = 58965 [ACK] Seqel8804781 Ack=l Wins=584 Len=1d20 [TCP
ip.optisnenep . 2604 : a880:480:d0: 11 TCP 74 SB9E5 -+ 443 [ACK] Seqel Ack=18806291 Win=6179 Len=d
ipoptions.gs . 2a01:e34:eced: 16881 TCP 1494 443 + 58965 [ACK] SeqelBE06281 Acke1l Win=584 Len=1428 [TCP
ip-egtions.recard_route . 2684:2890:400:d0: 11 TCP 74 5@965 = 443 [ACK] Sege=l Ack=18887621 Win=617% Len=2
ip.aptinns.foute | 2201:eld:eced:1Bad:_ TCP 1494 443 + SB5E5 [PSH, ACK] Seqel8887621 Ackel Win=S84 Len=1438
ip-.options.routerslert . 2604 ;:a880:489:d0; 1 1. TCP 74 SB9E5 -+ 443 [ACK] Seqml Ack=18809841 Win=617% Len=
ipoptionssdb | 2aBl:e34:eced:1Bad:. TCP 1494 443 + 58965 [ACK] Seq=18809841 Ack=1 Win=584 Len=1428 [TCP
:m:z::Z?:“"" p 2604:2800:400:d0; ;1. TCP 74 5965 + 443 [ACK] Seqel Ack=19818461 Win=5179 Len=@
ip-options.source_routs w b 2201 :e34:0ced: 1Ba0: - TCP 1404 443 + SE0E5 [ACK] Seqe18818461 Ack=1 Win=504 Len=1420 [TCP
2604 : 8880: 480:d0: : 1. TCP 74 58965 - 443 [ACK] Seq=l Ack=18811BB81 Win=6179 Len=8
1SR 10 RAAGTA FRAA xR AQA v AR = 1 A0 vl mirad = 1 Radke e 1404 2483 & CAGRE TAMKT] Sans18A1TRAT Arkal WHneGAd | sn=1d7 [THe
Par exemple :
aAamae B R E Q@@%@&EEQ&QE
[ [ip.sre==192.168.1. 100]
No. Time Source Destination Protocol Length Info
i 96785 140.683751  192.168.1.100 82.202.184.163 TCP 54 58990 » 443 [ACK] Seq=21644 Ack=3996 Win=512 Len=8
96787 141.085847  192.168.1.100 192.168.1.255 uDP 305 54915 - 54915 Len=263

ip.src==192.168.1.100 permet d’afficher tous les paquets provenant de I’héte avec I'ip 192.168.1.100

dEgde  BPRESRes>=FT oS5/Eaan

M [tep.port==443

No. Time Source Destination Protocol  Length Info
1358.. 12.854794 192.168.1.160 136.117.1%0.132 TCP 54 51873 - 443 [MK] Seq=12229 Ack=10482 Win=64240 Len=0
1358.. 12.855487 130.117.198.132 192.168.1.100 TLSv1.2 197 Application Data
1358.. 12.858279 2aP0:1450:40067:816:.. 2a@l:e34:eced:18a@:20815:cbBb:4e97:4ae4 TCP 74 443 » 51145 [ACK] Seq=5616 Ack=1499 Win=6784@ Len=0
1358.. 12.867973 2aP0:1450:40067:808e:... 2a@l:e34:eced:18a@:2815:cbBb:4e97:4ae4 TCP 74 443 » 58838 [ACK] Seq=197376 Ack=178322 Win=424@ Len=0

..... P e i anma

tcp.port==443 Permet d’afficher tout les paquets utilisant le port HTTPS.

Il est également possible de combiner des filtres avec des opérateurs.

o && et
e || :ou
e !=1:non égal a

Par exemple :
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Y- EREQeo=2=EF & 5= aaaH

[ Jip.src==192.168. 1. 100 && tcp.port==50|

No. Time Source Destination Protocol  Length Info
2794 2.840748 192.168.1.100 23.72.22.123 TCP 54 49800 » 8@ [FIN, ACK] Seq=1 Ack=1 Win=1023 Len=@
5382 3.896892 192.168.1.100 34.107.221.82 TCP 55 50036 + 80 [ACK] Seq=1 Ack=1 Win=512 Len=1
10422 7.504532 192.168.1.100 52.95.169.78 TCP 54 50090 » 80 [FIN, ACK] Seq=1 Ack=1 Win=1024 Len=@

ip.src==192.168.1.100 && tcp.port==80 Permet d’afficher tout les paquets provenant de 192.168.1.100 sur le port 80.

Fichier Editer Vue Aller Capture Analyser Statistiques Telephonie Wireless Outils Aide

AE 3@ TRE ReEF L EQAQQE

[i |ip.src==192. 168.1.100 || ip.dst== 8.8.8.8|

No. Time Source Destination Protocol Length Info
2148.. 1108.082445 192.168.1.100 192.168.1.255 upP 305 54915 - 54915 Len=263
2148.. 1109.161710 192.168.1.100 192.168.1.255 upP 305 54915 - 54915 Len=263
2148.. 1110.122831 192.168.1.100 192.168.1.255 uDP 385 54915 - 54915 Len=263
2148.. 1111.121557 192.168.1.100 192.168.1.255 ubDP 3@5 54915 - 54915 Len=263
2148.. 1112.122877 192.168.1.160 192.168.1.255 uDP 385 54915 - 54915 Len=263

>

2148.. 1112.631286 192.168.1.100 18.184.99.130 TCP 54 51046 » 443 [ACK] Seqg=11

2148.. 1113.096409  192.168.1.100 185.166.143.3 TLSv1.3 176 Application Data

A1 a0 aaan aasAana AaAA ara A ann AnA ara A Arre IV SAF FAAAF . FARAF 1 o ArS

ip.src==192.168.1.100 || ip.dst== 8.8.8.8 Permet d’afficher tout le trafic en provenance de 102.168.1.100 OU a
destination de 8.8.8.8

Pour plus de filtres : DisplayFilters
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