Wireshark - Notions
avancées

Difficulté : Confirmé

Notions : Réseaux, protocoles, analyse de trame.

l.Introduction

Ce document a pour but de vous apprendre a utiliser les fonctions avancées de wireshark

Wireshark peut étre téléchargé ici : Download Wireshark

Cette documentation fait suite a : Wireshark - Installation et utilisation

Prérequis : Un poste sous Windows 7 minimum, Une carte réseau RJ45 ou une carte wifi.
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Il. Informations de capture

2.1 Voir les détails de la capture

Pour voir les détails d'une capture, ouvrir la capture avec 'Fichier --> Ouvrir'.

wirel.pcapng

File. Edit View Go Capture Analyze Statistics

Open Ctrd+0

En bas a gauche, cliquer sur l'icone du fichier de capture.

i

® E wirelpcapng

Il est possible d'y trouver les informations de la capture.
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plication:

Interfaces

Capture filter Link type
Ethernet

EDO97FI7}
Comments
ou found the : FLAG{FirstWScomment}

Statistics

Refresh Edit Comments

2.2 Voir les résultats de capture

En bas a gauche, cliquer sur I'icone du rond vert.

® E wielpa

Il est possible de voir les résultats et statistiques de la capture.
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Wireshark - Expert Information - wirel.pcapng

Sewverity ¥ Summary Protocol

This frame is a (suspected) out-of-order segment Sequence
TCP Zero Window segment Sequence
Connection reset (RST) Sequence
D-5ACK Sequence Sequence
Previous segment(s) not captured (commeon at capture start) Sequence
ACKed segment that wasn't captured (common at capture start) Sequence
This frame undergoes the connection closing Sequence
This frame initiates the connection closing Sequence
Duplicate ACK Sequence
This packet's length exceeds MSS (commen with TSO or incomplete con...  Protocol
ACK to a TCP keep-alive segment Sequence
TCP keep-alive segment Sequence
Connection finish (FIN) Sequence
This legacy_version field MUST be ignored. The supported versions exte... Deprecated
TCP window update Sequence
Connection establish acknowledge (SYN+ACK) Sequence
Connection establish request (SYN) Se

I1l. Suivre un stream

3.1 Suivre un stream TCP

Pour filtrer la vue sur un échange en particulier, clic droit sur I'un des paquets du stream.
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25 23.400259  172.26.48.1 172.26.49.192 T 66 54122 > 22 [SYN] Seq-0 Win-65535 Len-0 HSS-1460 WS-256 SACK_PERM
26 23.400930  172.26.49.192 T 66 22 > 54122 [SYN, ACK] Seq=0 Ack=1 Win=64240 Len=0 HSS=1460 SACK_PERN WS=1024
5454122 > 2 |. i

buntu-Zubuntu3. 2)

31 23.536208 172.26.48.1

32 23.536426  172.26.48.1 172.26.49.192 54 54122 > 22 [ACK] Seq=34 Ack=1083 Win=64256 Len=0

33 23.551528  172.26.48.1 172.26.49.192 1486 Client: Key Exchange Init

31 23551905 172.26.49.192 172.26.48.1 5422 > 54122 [ACK] Seq=1083 Ack=1466 Win=67584 Len=B

35 23.554651  172.26.48.1 172.26.49.192 162 Client: Elliptic Curve Diffie-Hellman Key Exchange Init

36 23.554501  172.26.49.192 172.26.48.1 5422 + 54122 [ACK] Seq=1083 Ack=1514 Win-67584 Len-d

37 23.555909 172.26.45.1 546 Server: Elliptic Curve Diffie-Hellman Key Exchange Reply, New Keys, Encrypted packet (len=283)
38 5 X 172.26.49.192 54 54122 > 22 [RST, A 151 \iin-0 Len-0

ici, par exemple, un flux SSHv2

faire un 'clic droit --> Follow --> TCP Stream'.

Lid. 20,899,192 55 | ILP KEeep-AL1VE |
172.26.48.1 [ Previ ]
172 e ARTas S Seq=08 Win=65535 Len=@ |
172. ark/Unmark Ctrl+M [5YN, ACK] Seq=@ Ack=1 Win=64
172. [ACK] Seg=1 Ack=1 Win=65288 L:
i otocol (55H-2.8-Open5SH for Wir
172. Set/Unset Time Reference Ctrl+T [ACK] Seq=1 Ack=34 Win=64512 |
172, Tirme Shift... Ctrl+Shift+T ptocol {SSH'E.Q—GPEHESH_:LE‘.EP:L
Exchange Init

172. mments [ACK] Seq=34 Ack=1@83 Win=842¢
Exchange Init

[ACK] Seq=1883 Ack=1466 Win=6
liptic Curve Diffie-Hellman Ke
[ACK] Seq=1883 Ack=1514 Win=6
liptic Curve Diffie-Hellman Ke
Conversation Filter [RST, ACK] Seg=1514 Ack=1575
plive] 9443 - 53808 [ACK] Seg=!
plive] 9443 - 59826 [ACK] Seg=!
Alive ACK] 53800 > 9443 [ACK] ©

Unignore Ctrl+D

d Mame

Prepare as Filter

Follow TCP Stream  Ctrl+AK+5hift+T

- ! YWWPF {59E3ERB1-C2AB-4CH
Copy T

Pre ol Preferences
Decode As...

Show Packet in Mew Wine

N tcpstream eq 6
No. Time Soi Destination Protocol Length Info

23.40808259 172.26. S B -19 66 54122 + 22 [SYN] 5=1460 W ACK_PERM

23.480938 -26.49. - B 22 » 54122 [SYN, ACK] S i 248 Len=8 M55=1468 SACK_PERM W5=1824
27 23.401156 172.26.48.1 TCP 54 54122 + 22 [ACK] Seq=1 Ack=1 Win=6528@ Len=@
28 23.45619@ 172.26.48.1 SSHv2 87 Client: Protocol (55H-2.@-OpenSSH_for Windows 9.5)
29 23.456692 172.26.49.192 TCP 54 22 + 54122 [ACK] Seq=1 Ack=34 Win=64512 Len=@
3@ 23.526666 172.26.49.192 SSHv2 96 Server: Protocol (55H-2.@-OpenSSH_18.2p1 Ubuntu-2Zubuntu3.2)
31 23.536298 172.26.49.192 S5Hv2 1894 Server: Key Exchange Init
32 23.536426 172.26.48.1 TCcP 54 54122 + 22 [ACK] 5Seq=34 Ack=1883 Win=64256 Len=@
33 23.551528 172.26.48.1 SSHv2 1486 Client: Key Exchange Init
34 23.551995 172.26.49.192 Tcp 54 22 + 54122 [ACK] 52q=1883 Ack=1466 Win=67584 Len=8
35 23.554851 172.26.48.1 SSHv2 182 Client: Elliptic Curve Diffie-Hellman Key Exchange Init
36 23.554501 172.26.49.192 TCP 54 22 + 54122 [ACK] 5eq=1083 Ack=1514 Win=67534 Len=@

Server: Elliptic Curve Diffie-Hellman Key Exchange Reply, New Keys, Encrypted packet (len=284)

54122 + 22 [RST, Al Win=0 Len=8
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Et également afficher une nouvelle fenétre dans laquelle sera affiché le détail des échanges.

Wireshark - Follow TCP Stream (tcp.stream eq 6] - wirel.pcapng

55H-2.8-0OpenSSH for _Windows 9.5

S5H-2.8-0OpenSSH_1@.2pl1 Ubuntu-2ubuntu3. 2

.5....mlkem768x25519-5ha256, sntrup?761x25519-sha512, sntrup?
61x25519 5h3512@open55h com, curve25519 cha256, curve25519-sha2selibssh.org,ecdh-sha2
-nistp256,ecdh-sha2-nistpiB4,ecdh-sha2-nistp521,ext-info-s5,kex-strict-s-ve@@@openssh.
com. ..9rsa-sha2-512,rsa-sha2-256,2cdsa-sha2-nistp256,s5h-ed25519. . . 1chacha2@-polyl3@
Siicpenssh.com,aes128-gem@iopenssh. com, aes256-gecm@openssh. com, aes128-ctr,aes192-ctr, as
s256-ctr...lchacha?2@-polyl3@5@openssh.com, aes128-gemflopenssh. com,aes256-gem@openssh.
com,aes128-ctr,aes192-ctr,aes256-ctr. . . .umac-64-etmiopenssh. com,umac-128-etm@openssh
.com, hmac-sha2-256-etmilopenssh. com, hmac-sha2-512-etmopenssh. com,hmac-shal-etmlopens
sh.com,umac-64fopenssh. com,umac-128@openssh.com, hmac-sha2-256, hmac-sha2-512, hmac-sha
1....umac-64-etmopenssh.com,umac-128-etm@openssh. com, hmac-sha2-256-etmilopenssh. com,
hmac-sha2-512-etm@openssh.com,hmac-shal-etmilopenssh. com,umac-64{flopenssh.com, umac-128
dopenssh.com,hmac-sha2-256,hmac-sha2-512,hmac-shal. .. .none,zlib@openssh.com....none,

curve25519%-sha256, curve25519-sha2sef@libssh.org, ecdh-sha2-nistp2
66, ecdh-sha2-nistp3B4,ecdh-sha2-nistp521,diffie-hellman-group-exchange-sha2se,diffie
-hellman-groupl6-shas12,diffie-hellman-groupl8-sha512,diffie-hellman-groupl4-sha2se,
ext-info-c,kex-strict-c-v@@@openssh.com. . ..s5h-ed25519-cert-v@l@openssh.com,ecdsa-sh
a2-nistp256-cert-vBl@openssh.com,ecdsa-sha2-nistp384-cert-vel@openssh. com,ecdsa-sha2
-nistp521-cert-vBlf@openssh.com, sk-ssh-ed25519-cert-v@l@openssh. com, sk-ecdsa-sha2-nis
tp256-cert-v@lf@openssh.com,rsa-sha2-512-cert-v@1l@openssh.com, rsa-sha2-256-cert-velgo
penssh.com,ssh-ed25519, ecdsa-sha2-nistp256,ecdsa-sha2-nistp384,ecdsa-sha2-nistp521,s
k-ssh-ed25519@openssh. com, sk-ecdsa-sha2-nistp2Se@openssh.com, rsa-sha2-512,rsa-sha2-2
.lchacha2@-polyl3as@openssh. com,aes128-ctr,ae5192-ctr,aes256-ctr,aes128-gemiopen
ssh.com,aes256-gem@lopenssh. com. . . 1chacha?@-polyl3@S@openssh. com,aes128-ctr,ae5192-¢ct
r,aes256-ctr,aes128-gcmopenssh. com, aes256-gemflopenssh. com. . . umac-64-etmilopenssh. co
m, umac-128-stm@lopenssh. com,hmac-sha2-256-etmopenssh. com, hmac-sha2-512-etmflopenssh. c
om, umac-6d@openssh. com,umac-128@8openssh. com,hmac-sha2-256,hmac-sha2-512....umac-6g4-2
tmilopenssh.com, umac-128-etm@openssh.com, hmac-sha2- 256 -etmopenssh. com, hmac-sha2-512-
etm@openssh. com,umac-64@openssh. com,umac-128Fopenssh. com, hmac-sha2-25%6, hmac-sha2-512
.none,zlib@openssh.com,z1ib. .. nnne, lib@openssh.com,zlib.
LJ..".RLE.r

..5....55h-2d25519. ..

Entire conversation (3087 bytes) Show as | ASCII Mo delta times

Find: Case sensitive Find Mext

Filter Qut This Stream 1 ! Close

3.2 Suivre un stream HTTP(s)
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De la méme maniere il est possible de suivre un stream HTTP ou HTTPS :

faire un 'clic droit --> Follow --> HTTP Stream'.

f HTTP/1.1
B > 58611 [ACK] Seq=1 Ack=1824 Win=64512 L
Ignore/Unignore Selected Ctrl+D b » 58611 [PSH, ACK] Seq=1 Ack=1024 Win=64
1.1 200 0K (text/html)
+ 30008 [ACK] Segq=1824 Ack=12227 Win=5652
Time Shift... CubSLLic M - 58611 [FIN, ACK] Seq=12227 Ack=1024 Wi
+ 30008 [ACK] Seg=1824 Ack=12228 Win=5652
Keep-Alive] 9443 » 49283 [ACK] Seg=1135 A
Edit Resolved Mame Keep-Alive ACK] 439233 - 9443 [ACK] Seq=23
s 30008 [FIN, ACK] Seq=1824 Ack=12228 Wi
+ 58611 [ACK] Seq=12228 Ack=1825 Win=545
F'FE‘F'BFE as Filter + 32208 [SYH] SEq='B‘ Win=65%53% Len=8 M55=
s 57037 [SYN, ACK] Seq=@ Ack=1 Win=64868

Mark/Unmark 5Selected Ctrl+M

Set/Unset Time Reference Ctrl+T

Packet Comments

Apply as Filter

Conversation Filter

Colonze Conversation . . _ - N
on interface ‘Device\NPF_{59E3E6B1-C2AB-

SCTP (8@:15:5d:38:d4:d5)

Follow HTTP Stream Ctrl+ Alk+Shift+H

Copy TCP Stream Ctrl+Al+Shift+T

Protocol Preferences

Decode As...

Show Packet in Mew Window

Cela permettra d'afficher la page récapitulative :
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Wireshark - Follow HTTP Stream (tcp.stream eq 11) - wirel.pcapng

GET /login.php HTTP/1.1

Host: 172.26.49.192: 36600

Connection: keep-alive

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.8 (Windows NT 18.8; Wint4; x64) AppleWebKit/537.36 (KHTML, lik
e Gecko) Chrome/149.8.8.8 Safari/537.36 EBEdg/149.0.06.8

Accept: text/html,application/xhtml4+xml,application/xml;q=@8.9,image/avif,image/webp,
image/apng,*/¥;q=0.8,application/signed-exchange;v=b3;g=08.7

Accept-Encoding: gzip, deflate

Accept-Language: fr,fr-FR;g=8.9,en;q=08.8,en-GB;q=08.7,en-US;q=0.6

Cookie: portainer_api key=eylhbGciOiJIUzTINiIsInRScCI6TkpXVCI9. eylpZCIoMSwidXNlemShb
WIi0iThZG1pbiIsInIvbGUi0jESInNjb3B1I joiZGVmYXVsdCIsImZvemNlQ2hhbmd1UGFzc3dvemQiomZhb
HN1LCI1eHAiOjE30DISMjAZzODASImlhdCIEMT c4MjgSMTUAMCwianRpI joiYWQzN2USN2 EtMGOIMISEN2I L
ThkadYjetMWIhZDZkY jc2ZWE2In@. 12bZcQveanAOnYI1FZ22mSsrolxcnh-i-1lead?s0fN4; gorilla csr
F=MTcAMjgSMTU4MHxIbTFWVERKTLEyRkJkalEwT TNORIFrNVF 1a3RXYmxBdmI FdDBEjRz 14YeVadmFGVmphR2
o TWtKUGFWVT11Z289fHzkh]l rewMEKvBwHa@4blUdriPkBoF2LNZTTTkOR1tmC; wordpress test cooki
e=WPX28Cookie¥28check; wp lang=en US

HTTP/1.1 382 Found

Date: Wed, 81 Jul 2826 ©7:43:16 GMT

Server: Apache/2.4.67 (Debian)
-Powered-By: PHP/E.3.31

Expires: Wed, 11 Jan 1984 @5:808:88 GMT

Cache-Control: no-cache, must-revalidate, max-age=8, no-store, private
Link: <http://172.26.49.192:380800,/wp-json/>; rel="https://api.w.org/"
-Redirect-By: WordPress

Location: http://172.26.49.192:308008/wp-login.php

Content-Length: 8

Keep-Alive: timeout=5, max=188@

Connection: Keep-Alive

Content-Type: text/html; charset=UTF-8

GET /fwp-login.php HTTP/1.1

Host: 172.26.49.192: 36600

Connection: keep-alive

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.8 (Windows NT 18.8; Wint4; x64) AppleWebKit/537.36 (KHTML, lik

5 pF:TE_. 5 Bdaisy pits, 3 turns.

Entire conversation (142 kB) *  Show as |ASCI * Mo delta times Stream 11 =
Eind: Case sensitive Find Mext

Filter Qut This Stream ] Close

3.3 Trouver une information dans le stream

Il est ensuite possible grace a la barre de recherche en bas de rechercher une information
particuliere dans le stream.
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Entire conversation (142 kB) show as | ASCII Ma delta times Stream 11 =

Find: log= Case sensitive Find Next

Filter Out This Stream /€ 35 Cloze

IV. Actions sur la liste

4.1 Rechercher une information

Faire 'ctrl+F' pour activer la barre de recherche :

Cette barre permet de rechercher des données dans la liste ou dans le contenu des trames.

Par exemple avec les criteres 'Packet Details' et 'String' puis la valeur 'admin' :

1112 b on interface \Device\NPF_{S59E3E6B1-C2AB-4C4AE-
rda:ds ( 5:5d:38:d4:d5)
et Protocol C: :
on Control P src Port: , Ds t >eq: 206 Ack: 2916, Len:
t Transfer
orm URL En
Form item:
Form item

Form item

Form item: "redir 2. F wp-admin/™
Form item: "

4.2 Appliquer un filtre dynamique
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Pour appliquer un filtre dynamique, il est possible de faire un clic droit sur I'une des informations
disponible ( ip, port, protocole, etc... ) et de faire un 'clic droit --> Apply as Filter --> Selected'
pour appliquer ce filtre.

£ 23809959 LiZ. 20,849,192 LiZ.20.45.1 1% 4 Db £2 + D412Z |3YN, ALK] SEQ=U ACK=1 WIN=b4i39 LEN=Y M>3=140YW SALK_FEKRM Wy=1
27 23.481156 172.26.48.1 172.26.49.192 TCP 54 54122 » 22 [ACK] Seg=1 Ack=1 Win=65280 Len=@
87 rlient: Pratnrnl (SSH-7 A-Mn=nssH for Windows_9.5)

-456692 -26.49. -26.48. v f : te Ctrl+M Win=64512 Len=@
38 23.526666 172.26.49.192 172.26.48.1 Cirl+D SSH_18.2p1 Ubuntu-2ubuntu3.2)
31 23.536298 172.26.49.192 172.26.48.1
32 23.536426 172.26.48.1 172.26.49.192 4 ime R Ctrl+T P83 Win=64256 Len=0
33 23.551528 172.26.48.1 172.26.49.192 Time Shift... Ctrl+ShiftsT .
34 23.551995 172.26.49.192 172.26.48.1 1466 Win=67584 Len=8
35 23.554851 172.26.48.1 172.26.49.192 Packet Comments Hellman Key Exchange Init
36 23.554501 172.26.49.192 172.26.48.1 1514 Win=67584 Len=9

.5580@9 Edi olved Name

.578835 172.26.48. i .49.19 Apply as Filter
.952242
49 29.952327 172.26.49.192 172.26.48.1 i Es Al

41 29.952362 172.26.48.1 172.26.49.192 C =T Al
42 29.952451 172.26.48.1 172.26.49.192 ) ;
952588 . .49, . 26.48. 1 versation

[TCP Segment Len: 33]
quence Number: 3

Sequence Number

[N Sequence Num

4.3 Afficher / Exporter des données

Cliquer sur une trame, puis sur un morceau de trame, il est possible d'afficher ou d'exporter la
donnée contenue.

Faire un ‘clic droit --> Show Packet Bytes' pour afficher le contenu.

Si il s'agit d'un contenu spécifique (page web, image, email, fichier), faire un 'clic droit --> Export
Packet Bytes' Pour le sauvegarder au bon format.

Copy
Show Packet Bytes... Ctrl+Shift+O

Export Packet Bytes... Ctrl+Shift+X

Filter Field Reference

Frame 1317: Packe Protocol Preferences captured (138 on interface \Device\NPF_{59E3E6B1-C2AB-4
Ethernet II, St*ci , : Ctrl+Shift+U - icrosoft 117 [ d:c5:17:dc)

Internet Protoco

Transmission B 1

[6 Reassembled TC New Wir L ), #1 4 131 ), #1317(1719

Hypertext Transfe. . na gt auusiig sase codilk)

Line-based text data: te ines)

Revision #3
Created 2026-07-29 14:04:53 UTC by Olivier
Updated 2026-07-29 14:14:22 UTC by Olivier
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