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l. Introduction

Dans le cadre de l'installation de IIS sur un serveur core, I'administration de celui-ci ne pourra se
faire qu'en powershell.

Pour I'administrer en GUI malgré tout depuis le Poste Admin ou le serveur d'admin, il faudra activer
la gestion a distance de IIS.

Il. Préparer le serveur
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2.1 Installer le role

En powershell

Installer le role avec la commande :
Install-WindowsFeature Web-Mgmt-Service

Activer le service au démarrage :

Set-Service -name WMSVC -StartupType Automatic

En GUI

Ouvrir le serveur managetr.

| 'i Server Manager

System

Sélectionner le serveur sur lequel installer le service et faire un clic droit puis 'install role and
feature'

PRD-ADCS01 172.16.21.3 Dnline - Performance counters not started
-PRD-ADDSO1 172.16.21 Add Roles and Features
DON_ANNCSAT 173 14 31 Restart Server

Cliquer sur 'Next'
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I E. Add Roles and Features Wizard

Before you begin

oo vouseon
Installation Type

Server Selection

= a X

DESTIMATION SERVER
ste-prd-adcs01.intmfrstegreve.fr

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your organization, such as shanng documents, or
hosting a website,

To remove roles, role services, or features:
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Metwork settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Mext.

[] Skip this page by default

< Previous MNext > Install

Sélectionner 'Role-based or Feature-based installation' puis faire 'Next'.
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I E. Add Roles and Features Wizard - O X

DESTIMATION SERVER

Select installation type Sto-preadksD ntanbstogrevalk

Select the installation type. You can install roles and features on a running physical computer or virtual

1 Before You Begin
- machine, or on an offline virtual hard disk (VHD).

‘® Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

Server Selection

) Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

< Previous | | Next > Install Cancel

Vérifier la bonne sélection du serveur, puis faire 'Next'.
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| E. Add Roles and Features Wizard

Select destination server

I Before You Begin

a

X

DESTINATION SERVER
ste-prd-adcsOlLintmirstegreve.fr

Select a server or a virtual hard disk on which to install roles and features.

Installation Type ®) Select a server from the server pool
Server Roles Server Pool
Features

Fitter: |

Name

ste-prd-adcs01.int.mfrst

ste-prd-wac01.int.mfrste...
ste-prd-adds01.int.mfrst...
ste-prd-adds02.int.mfrst...

IP Address Operating System

172.16.21.3 Microsoft Windows ¢ Datacenter
172.16.11.2 Microsoft Windows Server 2025 Datacenter
172.16.21.1 Microsoft Windows Server 2025 Datacenter
172.16.21.2 Microsoft Windows Server 2025 Datacenter

4 Computer(s) found

This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offline servers and

newly-added servers from which data collection is still incomplete are not shown.

< Previous ] | Next > [ Install

Cocher le role 'Web Server (1IS) --> Management Service' puis faire 'Next'.

Cancel
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I E. Add Roles and Features Wizard - o X

DESTINATION SERVER

Select server roles R i

Select one or more roles to install on the selected server.
1 Before You Begin !

Installation Type Roles Description ]
Server Selection ] DNS Server -~ Web Server provides support for
_ i [m] File and Storage Services (2 of 12 installed) HTML Web sites and optional

Faatures [] Host Guardian Service support for A§P.NET, ASP, and Web

[] Hyper-v server extensions. You can use the

[] Network Controller Web Server to host an internal or

[] Print and Document Services external Web site or to provide an

[] Remote Access environment for developers to

[] Remote Desktop Services create Web-based applications.

[] Volume Activation Services
4 [m] Web Server (IIS) (22 of 42 installed)
N WWeb Server (19 of 34 installed)
b [ FTP Server
4 [m] Management Tools (3 of 6 installed)
[] IS Management Console
¢ [m] 115 6 Management Compatibility (1 of 3 ins
+| |IS Management Scripts and Tools (Installec
+| Management Service (Installed)
[] windows Deployment Services
[] Windows Server Update Services -

< Previous | | Next> [ Install Cancel

Sur les écrans suivant, faire '"Next'. Puis terminer par 'Install'.

2.2 Accepter les connexions distantes

Pour accepter les connexions distantes, il faut modifier une clé de registre et relancer le service.
Pour cela, deux facons de faire :

En powershell

Ouvrir une console powershell en remote.
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Server Name IPv4 Address Manageability

m Add Roles and Features m

STE-R not start
Restart Server

STE-R not start
Computer Management

STE-R not start
Remote Desktop Connection
Windows PowerShell
Configure NIC Teaming

Utiliser la commande :

Set-ItemProperty -Path "HKLM:\Software\Microsoft\WebManagement\Server" -Name

"EnableRemoteManagement” -Value "1"

Puis redémarrer le service avec :

Restart-Service -Name WMSVC

En GUI (avec MMC)

Lancer I'éditeur de registre.

I ‘. Registry Editor

System

Cliquer sur 'Fichier --> Connect Network Registry...'
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ef B¥ Registry Editor
File Edit View Favorites Help
Import...
Export..

Connect Network Registry...
Disconnect Metwork Registry...

Print... Ctrl+P

Exit

Entrer le nom du serveur a gérer, puis valider en cliquant sur 'Check Names' puis 'OK".

! Select Computer x .
Selectthis objecttype:
Computer Object Types...
From this location:
Entire Directory Locations...

Enter the object name to select (examples):
STE-PRD-ADCSO0]] Chock Names

Advanced . Cancel

Chercher la clé 'HKEY LOCAL_MACHINE\Software\Microsoft\WebManagement\Server'

» . HKEY_CURRENT_COMNFIG
- 'ﬁ Ste-prd-adcs0i
w | HKEY_LOCAL MACHINE
» °2 BCDOOO0O0D0D

% HARMWARE
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Fie Bt view  ravorntes Heip

Ste-prd-adcsOT\HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\WebManagement\Server

3

£ o o

7 VisualStudio

o0 W3sVC

T WAB

=1 Wbem

= WebManagement
WiMMount

= Windows

T Windows Advancy
77 Windows Defend:
=0 Windows NT

Windows Script H

Mame Type
ab) (Default) REG_SZ

%4 Enablelogging  REG_DWORD
#4 EnableRemoteM.. REG_DWORD
ab) |pAddress REG_SZ

4 Port REG_DWORD
ab)RemoteRestricti.. REG_SZ

$%) RequiresWindow... REG_DWORD
4 SelfSignedSsiCer.. REG_BINARY
$4 SsiCertificateHash REG_BINARY

2

Data

(value not set)
Ox00000001 (1)
0x00000001 (1)

O0x00001fec (8172)

(00000001 (1)
2a66497445333e23c330bbed 971551 al ca.
286649744533 3e23c330bbed 971551 al ca.

Changer la valeur de 'EnableRemoteManagement' a '1'. Puis valider avec 'OK'.

g

Edit DWORD (32-bit) Value *
L
Value name: [

EnableRemaoteManagament
Value data: Base [
i © Hexadecimal

() Decimal L
¥
Y

Déconnecter le serveur, puis fermer I'éditeur de registre.

p [ Registry Editor

File Edit

View Favorites Help

Import...
Export..

Load Hive

nioad A

Connect Metwork Registry...

Disconnect Network Registry...

Print...

Exit

1 > WWINAQOWS NI

AP

v
a
e
st

‘R
Ctrl+P <)

1€

11 et ssicerufi
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Lancer une MMC avec 'mmc.exe'

| mmc.exe
Run command

Ajouter un composant enfichable en cliquant sur 'Add/Remove Snap-in'.

[E Console1 - [Console Root]
@ File| Action View Favorites Window Hely

Mew

Save As_

Ointinne

Sélectionner 'Services' et double-cliquer dessus.

Add or Remove Snap-ins

Add/Remove Snap-in-

Ctrl+N
Ctrl+0
Ctri+5

Ctrl+M

>

1 You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For extensible snap-ins,
you can configure which extensions are enabled.

Available snap-ins:

Snap-in Vendor
iﬁuuting and Remaot.. Microsoft Co.
i Security Configurat. Microsoft Co..
E Security Templates  Microsoft Co.
Microsoft Co.
3 Services for NFS Microsoft Co..
#i Shared Folders Microsoft Co..
G} Task Scheduler Microsoft Co.
Q’T|=_-Ir-_-|:nh-::nrr1|I Microsoft Co.
' TPM Management  Microsoft Co.
h Update Services Microsoft Co.
‘ Windows Defender . Microsoft Co..
b'lﬁl'lndows Server Ba.. Microsoft Co.
Fwins Microsoft Co..
ﬂ WMI Contral Microsoft Co.
Description:

Phoche abhacs sad s alle. o WBRa dacica aamlana

Add =

Selected snap-ins:

Conscle R...

Edit Extensions...

Remove

Move Up

Mowve Down

Advanced..
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Sélectionner 'Another computer', entrer son nom et faire 'Finish'.

Services X

Select the computer you want this snap-in to manage.
This snap-in will always manage:
-Z:J Local computer: (the computer this consols is nunning on)

© Ancther computer: ste-prd-adesD 1| Browse
[] Allow the selected computer to be changed when launching from the command line. This
only applies if you save the console.
< Back Finish Cancel
Selected snap-ins:
] Console Root

w; Services (\\ste-prd-ades01)

Valider en cliqguant sur 'OK".

Relancer le service 'Web Management Service'

E;}IWaaSMedlcivc <Failed to R.. Manual Local System
8 \\cb Mana gement Service S e — Local Service
\.‘-:;}IWindmrs Defender Advance.. Wind ol al Local System
{;}tWinduws Defender Firewall ~ Wind: Stop natic Local Service
\Q;Windwrs Error Reporting 5e..  Allow [ al (Trigg.. Local System
{}tWindm Event Collector This s al MNetwork Se..
S};Windm Event Log This s Restart natic Local Service
{.:};Windmrs Insider Service Prowic = al (Trigg. Local System

lll. Se connecter avec le IIS Manager

Sur le serveur d'administration, dans le serveur manager, clic droit sur le serveur puis : 'Internet
Information Services (1IS) Manager'.
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Add Roles and Features
STE-PRD-ADDS01

Restart Server
STE-PRD-ADDSD2

Computer Management
STE-PRD-WACD1

Remote Desktop Connection
Windows PowerShell
Configure NIC Teaming

Certification Authority
| Internet Information Services (IIS) Manager

EVENTS Manage As ...
All events | 465 total

Start Performance Counters —

Remove Server
Refresh

Filter

Server Name ‘ Copy

Cliquer sur l'icone de connexion et faire 'Connect to a Server...".

D @ ConnecttoaSite..
N 3 Connect to an Application...

Entrer le FQDN du serveur et faire 'Next'.

I Connect to Server

: ? Specify Server Connection Details

Example: localhost, wwwi.site.net, or WESTSRV01:8080

Entrer le information d'identifications et faire 'Next'.
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Connect to Server

? Provide Credentials
o

Connecting to "ste-prd-adcs0l.int.mfrstegreve.fr”.

User name:
|

Password:

Vérifier et accepter le certificat en cliquant sur 'Connect'.

Server Certificate Alert 7 b4

l This certificate was issued to a different server.
i

What slse migh wrong?
Security certificate problems may indicate an

1 atternpt to fool you or steal data you send to the
SErver,

It is recommended that you not connect to this
Server.

View Certificate Connect Cancel

Il est désormais possible de manager ce serveur a distance.
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