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WindowsAdminCenter -
Installation

Difficulté : Novice

Notions : Administration center, Windows, Service web.

l. Introduction

Cette procédure vise a décrire le processus d'installation de Windows Admin Center sur un serveur
"On Premises".

Prérequis : Un certificat TLS doit avoir été généré préalablement et placé sur le serveur
dans le magasin "Web Hosting" pour l'utilisation avec un certificat externe. Sinon, possibilité
d'utiliser un certificat auto-signé lors de l'installation.

Il. Installation
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Télécharger Windows Admin Center : Windows Admin Center | Centre d’évaluation Microsoft

Lancer l'installation.

-~ Yesterday

[t WindowsAdminCenter2511.exe 18/12/2025 16:55 Application 125694 KB

Sur la premiére page, juste faire 'Next'.

B, Windows Admin Center (v2) Installer - X

Welcome to the Windows Admin Center
setup wizard

This will install Windows Admin Center on your computer. Windows Admin
Center enables you to manage computers directly from your computer using
a web browser.

Windows Admin Center will be installed ac a Windows Service.

It is recommended you close all other applicabions before continuing.

Click Next to continue, or Cancel to exit setup.

Coce

Cocher 'l accept these terms and understand the privacy statement' puis faire 'Next'.


https://www.microsoft.com/fr-fr/evalcenter/evaluate-windows-admin-center
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B, windows Admin Center (v2) Installer - X

License Terms and Privacy Statement
1 Flease read the following important information before continuing. |

Flease read the following license terms for Windows Admin Center and the Microsoft Privacy statement. You must
accept these terms before continuing with the installation.

|Miew license terms at hitps://aka.ms/wac-product-ga-eula
View the privacy statement at https://aka ms/privacy

O 1 accept these terms and understand the privacy statement
() 1do not accept thess terms

- cance

Choisir 'Custom setup' puis faire 'Next'.

B, Windows Admin Center (v2) Installer - bd
Select installation mode
1 How would you like to setup new Windows Admin Center? "

Express setup will determine your network access and port selection for you based on your operating system.
Windows Server operating systems will be configured for remote access using external port 443, Windows Client
operating systems will be configured for local access using port 6600. Firewall rules are cet for remote setup to
open up access to the external port.

Custom setup lets you select all options such as login authentication mode, host access network names, network
ports, certificate type and thumbprint, FQDN of the endpeint, trusted hosts mode and WinRM over HTTPs.

Select an option:

() Express setup
o Custom setup

- cance
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Si il s'agit d'un serveur stronghold qui sera utilisé a distance, cocher 'Remote access. Use
machine name or FQDN to access Windows Admin Center on other devices'. Sinon, laisse
par défaut. Puis faire 'Next'.

B. Windows Admin Center (v2) Installer - b
Network access
[ How do you intend to use Windows Admin Center? |

¥ou can restrict access only to the local machine to not share Windows Admin Center with other users.

Select the desired access mode for Windows Admin Center:

() Localhost access only

) Remote access. Use machine name or FQDN to access Windows Admin Center on other devices.

- cacn

Garder l'option '"HTML for login'. Puis faire 'Next'.
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B. Windows Admin Center (v2) Installer - x

Login Authentication/ Authorization Selection
1 Howi will you authenticate/authorize user login?

Form Login asks for the username and password on the browser HTML form. Credentials are encrypted locally on
the browser and sent to Windows Admin Center. The encryption key is generated by the Windows Admin Center
service and erased after use. Form login uses HTTF/2 for better parformance.

Windows Authentication uses standard negotiabion protocols. Either NTLM or Kerberos will be used, depending on
the installed environment. Due to negotiation handshake, it fallbacks to HTTF/1.1 and might be a bit slower.

Select an option:

© HTML Form Login
D Windows Authentication (NTLM or Kerberos)

- coce

Laisser le port HTTPS par défaut. Puis faire 'Next'.
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B, Windows Admin Center (v2) Installer = X

Port Numbers
i What HTTPS port number should be reserved for Windows Admin Center?

Windows Admin Center connects to its network service via network port.

Choose the port you will use to connect to Windows Admin Center in a browser. We
create appropriate firewall rules for the port and will reserve an HTTPS port range
of ten ports (6601-6610) for internal communication.

External Port:

Back Nt Cancel

Deux solutions :

e soit utiliser un certificat auto-signé (celui-ci va étre généré lors de l'installation).
e utiliser un certificat déja installé sur la machine.
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B Windows Admin Center (v2) Installer

Select TLS certificate
i What TLS certificate should Windows Admin Center use?

You should obtain an official certificate, and it must be installed in the "LocalMachine\My" certificate store.

For testing purposes, the installer can generate a self-signed certificate which will be expired after 60 days.

Select an option:

© use the pre-installed TLS certificate

() Generate a self-signed certificate (expires in 60 days)

- cance

Info : Dans tous les cas, le certificat pourra étre changé a posteriori avec :

WindowsAdminCenter - Mise a jour du certificat

Certificat pré-installé

Choisir le thumbprint du certificat a utiliser. Puis faire 'Next'.


https://docs.labs404.fr/uploads/images/gallery/2026-07/scaled-1680-/IEmimage-png.png
https://docs.labs404.fr/books/roles-services/page/windowsadmincenter-mise-a-jour-du-certificat

| =E Windows Admin Center (v2) Installer =

i TLS certificate thumbprint
What is the thumbprint of TLS certificate preinstalled?

Ili'" S

Select Thumbprint of TLS Certificabe:

- ———————————— n—
Issuer: CN=

Friendty: I

DnsNameList:

Motafter: 19/12/2026 11:40:48

Status: Valid

Private Key Access Control: AutoConfigured

Back | Mext Cancel

Entrer le FQDN du serveur qui sera utilisé pour accéder a I'admin center. Puis faire 'Next'.

Astuce : Celui-ci pourra étre un alias (CNAME).
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I B Windows Admin Center (v2) Installer -

[t Fully qualified domain name
What network name is remaotely accessible?

i

The certificate has a subject name or the alternate DNS name used for network
access. To validate the TLS certificate, the FQDN must match with it.

Specify the FQDN to access:

FQDN:
]

- cacn

Choisir si seuls les postes du domaines doivent accéder au serveur ou si des postes externes au
domaines y seront amenés.
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| k Windows Admin Center (v2) Installer =) x |

t Trusted Hosts
What type of remote hosts do you want to manage?

This satting controls network access to non-domain joined computers.

Select which way to configure WinRM trusted hosts:

0 allow access to any computer
D Allow access to only trusted domain computers

Sélectionner le protocole de transport qui sera utilisé pour WinRM.

(Pour un environement de lab, choisir 'HTTP, Default communication mechanism'.
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I B> Windows Admin Center (v2) Installer = x
{ WinRM over HTTPS
Should Windows Admin Center ahways use HTTPS for WinRM communication?

WinRM communicates over HTTP (without encryption) by default. Using WinRM over HTTPS, WinRM
communication is secure. Howewver, it requires a local computer Server Authentication certificate with a CN
matching the hostname to be installed. Data over the network is encrypted, so a TLS certificate must be
pre-configured on each targeted computer.

Select an option to configure WinRM communication:

! Q) HTTP. Default communication mechanism.

() WinRM over HTTPS

- cance

Sélectionner 'Install updates automatically (recommended)' puis faire 'Next'.


https://docs.labs404.fr/uploads/images/gallery/2026-07/scaled-1680-/61ximage-png.png

| B windows Admin Center (v2) Installer - 5
t Automatic updates
How do you want Windows Admin Center to be updated?

Windows Admin Center will be updated automatically when a new update is available. It requires an internet
outbound port connection.

Select how to update Windows Admin Center:

| Q) Inetall updates automatically (recommeanded)
() Notify me of available updates without downloading or installing them
() Disable automatic updates

Sélectionner 'Required diagnostic data' puis faire 'Next'.
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| B windows Admin Center (v2) Installer

Send diagnostic data to Microsoft

O Required diagnostic data

Send info about your installation of Windows Admin Center, its settings and
capabilities, and whether it is performing properly. Diagnostic data is used to help
keep Windows Admin Center secure and up to date, troubleshoot problems, and
make product improvements, Regardless of your choice, your device will be equally
secure and will operate normally.

() Required and optional diagnostic data

Send info about how you use features, plus additional info about application health,
activity, and enhanced error reporting. Diagnostic data is used to help keep Windows
Admin Center secure and up to date, troubleshoot problems, and make product
improvements. Required diagnostic data will always be included when you choose to
send Optional diagnostic data. Regardless of your choice, your device will be equally
secure and will operate normally.

Back

Revoir les parametres et cliquer sur 'Install'.

Cancel
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| B Windows Admin Center (v2) Installer -

{  Ready to Install

Setup is now ready to begin installing Windows Admin Center (v2) on your computer.

.

Click Install to continue with the installation, or dick Back if you want to review or change any settings.

Select installation mode
Custom setup

Login Authentication/Authorization Selection
HTML Form Login

! Network access
Remote access. Use machine name or FQDN to access Windows Admin Center on other devices,

Fort Numbers
External Port: 443
1 Internal Port Range Start (Inclusive): 6601
Intarnal Port Range End (Excusive): 6610

Select TLS certificate
-installed T| ifi
I
Fuli iualrﬂed domain name
{ Trusted Hosts
4 B

= - s

Attendre la fin de l'installation.
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| B Windows Admin Center (v2) Installer

I Instaliing
Please wait while Setup installs Windows Admin Center (v2) on your computer,

Estracting files...
C:\Program Files\WindowsAdminCenter\Service\ System.Management. Automation.dil

A la fin de l'installation, I'écran suivant s'affiche :
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| B Windows Admin Center (v2) Installer — i

| Completing the Windows Admin Center

(v2) Setup Wizard

Setup has finished installing Windows Admin Center (v2) on your computer.
The application may be launched by selecting the installed shortcuts.

Click Finish to exit Setup.

‘ Start Windows Admin Center:

hitps: /I - 3 .

l1l. Configuration

Il est maintenant possible de se connecter avec les identifiants windows a la page web.
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a5 Microsoft

Sign in to Windows Admin Center

Username

Password

Le message suivant peut étre fermé.
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Successfully installed version 2511

New in this release

Security SRR E RO

Microsoft-provided secure boot certificates are set to expire beginning in June 2026. In collaboration with our ecosystem
partners, Microsoft is rolling out new certificates that will help ensure Secure Boot security and continuity for the future.
Please read this article —f for more information.

AKS-HCI deprecation [SEFEFNENENG)

Microsoft is retiring the current architecture of AKS on Windows Server 2019 and AKS on Windows Server 2022 on March 27,
2028. As a part of this, we have deprecated the AKS tool on Windows Admin Center. We recommend that you deploy
e al . For more information, see Retirement of AKS ver 2019 and Window

<

c

rchitecture on Window

GEUEEL TN EER E Bl Improvement (D

With this software release, we updated the Microsoft Software License Terms for Windows Admin Center. By using the
updated software, you accept these terms. View license terms =

6 more items...

Pour installer les plugins nécessaires au sein du parc, cliquer sur le rouage en haut a gauche.

Windows Admin Center | All connections - = Microsoft

B3 Connect F@ Manage as [\I Remove / Edit Tags —2 Connect to Arc T item ‘1 ) Search

Gateway ervers
[Gateway] S

Dans le menu a gauche, aller sur 'extensions'. Vérifier que le bouton 'Automaticaly update
extensions' est activé.


https://docs.labs404.fr/uploads/images/gallery/2026-07/scaled-1680-/05eimage-png.png
https://docs.labs404.fr/uploads/images/gallery/2026-07/scaled-1680-/WGVimage-png.png

Windows Admin Center | Settings 2 Microsoft

Settings | Extensions

Extensions

Review Mic
By downlo

Windows Admin Center might restart after installing an extension, temporarily affecting anyone using this instance of Windows Admin Center.
Automatically update extensior
Available extensions Installed extensions
Development

&£

Active Directory .86.0 Microsoft hitps://aka.ms/wac-public-ext s Available
Gateway Azure Kubemetes Service Microsoft hitps://al -public-e: Available
Containers 0. Microsoft hitps://aka.ms/wac-public-ext s Available

DataON MUS oring e A ataC htps://aka. -public-e: Available

Dell APEX Cloud Platform . Dell Technologies = s/wac-public-extensions Available

Dell OpenManage Integration 0 Dell Technolo hitps://aka.ms/wac-public-extensi Available

DHCP hitps://aka.ms/wac-public-extensions Available

-publi Available

Available

larity Integrator 1. s/wac- Available

NEC ESMPRO NEC https://aka. -public- s Available

NetApp Shift Toolkit (Preview) ! NetApp https://aka. c- Available

Pure Storage FlashArray Pure Storage hitps:/{aka.ms/wac-public- s Available

VM Conversion (Preview) Microsoft hitps://aka. c- Available

Il suffira de sélectionner celles a installer et cliquer sur 'Install'.

Installing...

Please wait while we install "Active Directory’. This page will reload after installation is
complete.

Puis pour les mettre a jour, aller sur 'Installed extensions' et cliquer sur l'icOne de mise a jour.

Available extensions Installed extensions Feeds

Unir

s Directory

5 & featun

Azure Backup

Azure File Sync
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IV. Ajout des serveurs

Pour ajouter des serveurs, sur I'écran principal, cliquer sur '+ Add' puis 'Add manually'.

Add B9 Connect L@ M

Add manually

Import list

Choisir 'Servers'.

Add or create resources

Choose the type of resource that you want to add or create.

Servers Windows PCs

Connect to and manage your servers. Connect to Windows PCs.

| | o I Server clusters Azure VMs

Create a new cluster or manage existing clusters. Add or create Azure virtual machines that run

Windows Server.
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WindowsAdminCenter - Mise
a jour du certificat

Difficulté : Intermédiaire

Notions : Powershell, Windows admin center, certificats,
pki

l. Introduction

Cette procédure vise a décrire le processus de replacement ou renouvellement de certificat sur
Windows Admin Center.

Cette opération ne peut se faire qu'en Powershell.

Un certificat aura été préalablement généré et placé dans le magasin Web Hosting de la machine.

1. Remplacer le certificat WAC



https://docs.labs404.fr/uploads/images/gallery/2026-07/scaled-1680-/Ltbintermediaire-png.png

Importer le module Powershell de gestion de I'admin center.

Import-Module
"$env:ProgramFiles\WindowsAdminCenter\PowerShellModules\Microsoft.WindowsAdminCenter.Configura

tion"

PS C:\WINDOWS\system32> Import-Module "$env:ProgramfFiles‘\windowsAdminCenter\PowershellMedules\Microsoft.windowsAdminCenter.Configuration™

PS C:\WINDOWS\system32>

Récupérer le Thumbprint du certificat voulu avec :

Get-ChildItem -Path Cert:\LocalMachine\My

PSParentPath: Microsoft.PowerShell.Security\Certificate::LocalMachine\My

Thumbprint Subject

CN=ste-prd-wacDl.int.mfrstegreve.fr, E=contact@mfrstegreve.fr, OU=IT Dept, O=MFR Saint Egréve, L=Saint Egréve, S=Isére, C=FR

PS5 CIAWINDOW.

Appliquer le nouveau certificat avec :

Set-WACCertificateSubjectName -Thumbprint "<thumbprint>"

PS C:\WINDOWS\system32> Set-wWACCertificateSubjectMame -Thumbprint "

Donner les droits au WAC de lire le certificat.

Set-WACCertificateAcl -SubjectName "<subject name>"

Set-WACCertificateAc] -SubjectName "

Relancer le service WindowsAdminCenter avec :

Restart-Service -Name WindowsAdminCenter
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PS C:\WINDOWS'system32> Restart-Service -Name WindowsAdminCenter

PS C:\WINDOWS\system3lZ= Gat-Service -Name WindowsAdminCenter

Status  Name DisplayName

Running WindowsAdminCenter Windows Admin Center
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