ADCS - Signer les certificats

Difficulté : Intermédiaire

Notions : CA, certificats, sécurité, https

l. Introduction

Cette procédure a pour but d'expliquer le processus de certification a travers la CA d'entreprise.

Il. Créer une requéte

2.1 Déprécié - a travers lIS

Déprécié : Depuis 2022, il faut impérativement faire figurer en plus du CNAME, les
attributs 'Alternates names'. Ce que le format utilisé par I'assistant IIS ne fait pas.
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Ouvrir la console 1IS :

Sélectionner le serveur

@--H|2 |8
o ﬁ Start Page J

5 83 OCH-LAB-ADMO1 (LABS404

Double cliquer sur 'certificates'

ﬁ OCH-LAB-ADMO1 Home

Filter: ~ W Go - (g Show
15
Authentic... Server
Certificates

4Méthode 1 : générer un CSR

Cliquer sur 'Create certificate Request...'

Import...

I Create Certificate Request... I

Complete Certificate Request...

Create Domain Certificate...

Create Self-Signed Certificate...

Enable Automatic Rebind of
Renewed Certificate

o Help



https://docs.labs404.fr/uploads/images/gallery/2026-07/scaled-1680-/ytFimage-png.png
https://docs.labs404.fr/uploads/images/gallery/2026-07/scaled-1680-/Lsaimage-png.png
https://docs.labs404.fr/uploads/images/gallery/2026-07/scaled-1680-/ohLimage-png.png
https://docs.labs404.fr/uploads/images/gallery/2026-07/scaled-1680-/c1Wimage-png.png

Dans la fenétre suivante, entrer les attributs désirés et faire 'Next'.

Request Certificate 7
! | e . .
! ﬁU’: Distinguished Name Properties
Specify the required information for the certificate. State/province and City/lecality must be specified as
official names and they cannot contain abbreviations.
Common name: |remoteappO1.labs404.fr
Organization: | LABSA0
Organizational unit: | IT Dept. |
City/locality |Sair1t Christophe sur Guiers |
State/province: | Rhone-Alpes |
Country/region: | FR
Previous Mext Cancel

Choisir le Provider et la longueur de la clé ( conseillé '2048") et faire 'Next'.
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Request Certificate ?

: Cryptographic Service Provider Properties

Select a cryptographic service provider and a bit length. The bit length of the encryption key determines the
certificate’s encryption strength. The greater the bit length, the stronger the security. However, a greater bit
length may decrease performance,

Cryptographic service provider:

Microsoft RSA SChannel Cryptographic Provider ~
Bit length:
2043 W
Previous Mext Finish Cancel

Choisir le chemin vers lequel exporter le .csr et faire 'Finish'.
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Request Certificate

; File Name

Specify the file name for the certificate request. This information can be sent to a certification authority for
signing.

Specify a file name for the certificate request:

| ChUsers\administrator, LABSA04 Downloads\ moncsrbct

Previous lexct Firish Cancel

La requéte pourra ensuite étre ouvert avec un éditeur de texte et soumis a la CA.

mj moncsr - Notepad

File Edit Format View Help

————— BEGIN MEW CERTIFICATE REQUEST-----
MITEFTCCAZUCAQMgYExCzAIBgNVBAYTAKZSMRQWESYDVQQIDALSaG9uiS1BbHEL
cZEKMCIGALIUEBwwbU2FpbnQgQ2hyaXNeb3BoZ5EzdXIgR3VpXI zMRAWDgYDVQQK
DAAMQUITNDABMR EwDwWYDVQQLDARIVCBEZXBEL JEFMBEGATUEAvnallemV b 3R1YXBw
MDEubGFiczQuNCEmc jCCASTWDQY IKoZIhvcNAQEBEQADggEPADCCAQoCggEBALID
I8AVTShrVOwwk cYb2UylghQ9oulol+v1tdYbY1hf 7oz 3Zx5FxalcZeNuD8aulp/C

Methode 2 : Par requéte simplifiée a la CA d'entreprise
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Sélectionner 'Create Domain Certificate...'.

Actions

Import...

Create Certificate Request...

Complete Certificate Request...

Create Domain Certificate...

Create Self-Signed Certificate...

Enable Automatic Rebind of
Renewed Certificate

@ Help

Dans la fenétre suivante, entrer les attributs désirés et faire 'Next'.

Request Certificate

' | Distinguished Name Properties

Common name:
Organization:
Organizational unit:
City/locality
State/province:

Country/region:

| remoteapp1.labs40d.fr

| LABS404

[IT Dept.

|Sair1t Christophe sur Guiers

| Rhone-Alpes

|FH

Previous

Mext

Finish

Specify the required information for the certificate. State/province and City/lecality must be specified as
official names and they cannot contain abbreviations.

Cancel
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Sélectionner la CA qui devra signer le sertificat, Entrer un nom pour le certificat et faire 'Finish

Select Certification Authority

Select a certificate authority you want to use:

7 | Certificate Authority Computer
labs404-0CH-LAB-ADCS01-CA och-lab-adcs01.labs404.fr

1 labs404-0CH-LAB-ADCS01-CA-1 och-lab-adcs01.labs404.fr

Create Certificate ? >

g,uj Online Certification Authority

Specify the certification authority within your domain that will sign the certificate, A friendly name is required
and should be easy to remermnber.

Specify Online Certification Authority:

|Iabde-GCH-LAB-ADCSN-Cﬁu.-T'mch-Iab-adcsﬂ'l.Iabsdd}d.fr Select...

Example: CertificateAuthorityMName\ServerMame

Friendly name:

|och-lab-rds01_2023_Cert

Previous Mext Cancel

L'avantage de cette seconde methode est que le certificat est directement généré et installé
sur le serveur.

Tout est automatisé.
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Q;l Server Certificates

Use this feature to request and manage certificates that the Web server can use with websites configured for 55L.

Filter: + 0 Go - g Show All | Group by: Mo Grouping -

Mame Issued To Issued By Expiration Date Certificate Hash
och-lab-adm01.labs404.fr och-lab-adm01.1abs404.fr labs404-OCH-LAB-ADCS01-C...  19/12/2025 21:57:26  933EDD37B43E0BTED32F
och-lab-adm01.labs404.fr och-lab-adm01.1abs404.fr labs404-OCH-LAB-ADCS01-C...  19/12/2025 22:14:33  27CTBFBACBCAABS362(
och-lab-rds01_2023_Cert remoteapp0l.labsA0d.fr labs404-0CH-LAB-ADCS01-C...  26/12/2025 15:44:25  5D0168AD43E4AAAFTH4!

2.2 a travers le gestionaire de certificats windows

Lancer le gestionnaire de certificats en recherchant 'certim.msc'

certlm.msc

Document de la console commune Mi...

M T P T IR T S 3 orroner .38 s

certlm - [Certificates - Local Computer] — O >

File Action View Help
I 2l NENEY

_ﬁjj Certificates - Local Computer 4 Logical Store Name A

| Personal
| Trusted Root Certification
- | Enterprise Trust

~| Perzonal
| Trusted Root Certification Authorities
| Enterorise Trust

Sur 'Personal’, faire clic droit puis 'All Tasks --> Advanced Operations --> Create Custom
Request'

¥ Certificates - Local Computer » Logical Store Mame ~

| Personal - Jal
- Find Certificates...
- ErLLStE ine -eriicates d Root Certification Authorities

i nter,
- Interr: All Tasks > Find Certificates...
| Truste Refresh Request New Certificate...
| Untru o
“| Third- Help
~| Trusted People Thirg Advanced Operations * Create Custom Request...
_| Client Authentication Issu M [t Manage Enrollment Policies...
| Preview Build Roots _| Client Authentication |ssuers

Sur le premier écran, faire 'Next'.
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[5] Certificate Enrollment

Before You Begin

The following steps will help you install certificates, which are digital credentials used to connect to wireless
networks, protect content, establish identity, and do other security-related tasks,

Before requesting a certificate, verify the following:

Your computer is connected to the network
You have credentials that can be used to verify your right to cbtain the certificate

Mext Cancel

Si disponible, Choisir 'Active Directory Enroliment Policy' sinon continuer sans et faire '
Next'.
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5] Certificate Enrollment

Select Certificate Enrollment Policy

Certificate enrollment policy enables enrcllment for certificates based on predefined certificate templates,
Certificate enrcllment pelicy may already be configured for you.

Configured by your administrator
Active Directory Enrollment Policy v
Configured by you Add Mew
Custom Request
Proceed without enrcllment policy
Mext Cancel

Choisir le template 'Web Server' ou celui qui sera nécessaire, faire 'Next'.
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(=] Certificate Enrollment

Custom request

Chose an option from the list below and configure the certificate options as required.

Termplate: Web Server o

[] Suppreszs default extensions

Request format: (@) PKCS #10
() CMC

Mote: Key archival is not available for certificates based on a custom certificate request, even when this
option is specified in the certificate template.

Mext Cancel

Déplier le template et cliquer sur 'Properties’.


https://docs.labs404.fr/uploads/images/gallery/2026-07/scaled-1680-/9brimage-png.png

[5] Certificate Enrollment

Certificate Information

Click Mext to use the options already selected for this template, or click Details to customize the certificate
request, and then click Mext,

Active Directory Enrollment Policy

Web Server 1) STATUS: Available Details ~
The following options describe the uses and validity pericd that apply to this type of certificate:
Key usage: Digital signature

Key encipherment
Application policies:  Server Authentication

Validity period (days): 730
Properties

Mext Cancel

Dans l'onglet 'General', remplir le Nom du certificat.

Certificate Properties x|

7 General Subject Extensions  Private Key i
A friendly name and description will make it easier to identify and use a certificate.

Friendly name:

| och-lab-adm01.labs404.f |

Description:

Dans l'onglet 'Subject', renseigner toutes les informations nécessaires ainsi que TOUS les
Alternative name nécessaires.

Choisir le type DNS.
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c
" Certificate Properties >

General Subject Extensions Private Key ~

The subject of a certificate is the user or computer to which the certificate is issued. You
can enter informaticn about the types of subject name and alternative name values that
can be used in a certificate,

Subject of certificate

The user or computer that is receiving the certificate

Subject narme: B

Type: Ef:.llzzptl:nch-lab-admﬂ'l.labsdﬂd.fr
|§Drganization unit V| Add > L=505G
Walue: C=labs404
< Remove 5=Rhone-Alpes

| | OU=IT Dept

| Alternative name: i
Type: -
P och-lab-adm01.labs404.fr C
DNS v| -
Walue:
| alue | Add >

] < Remove |

0K I | Cancel Apply

Dans l'onglet 'extentions', déplier, 'Extended Key Usage' et ajouter 'Server
Authentication' et 'Client Authentication'
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General Subject Extensions  Private Key

Key usage vl

Extended Key Usage (application policies) A

An application policy (called enhanced key usage in Windows 2000) defines how a
certificate can be used. Select the application policy required for valid signatures of
certificates issued by this ternplate,

FAwvailable options: Selected options:
CodeSigning I8 Server Authentication
Secure Email

Time Stamping
Microsoft Trust List Signir Add =
1 |Micresoft Time Stamping
IP security end systern

IP security tunnel terminz
IP security user

Encrypting File Systermn

Ak | (N

£ > £ >

< Remove

[ | Make the Extended Key Usage critical

Basic constraints v

Cancel Apply

Enfin, dans I'onglet 'Private Key', marquer la clé comme exportable.

Certificate Properties =
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Certificate Properties >

General Subject Extensions Private Key

T

Cryptographic Service Provider v

Key options
Set the key length and export eptions for the private key. b
Key size: | ap4n iy
Make private key exportable

[JAllow private key to be archived
[]5trong private key protection

Select Hash Algeorithrm v
Select Signature Format

. Key permissions

Cancel Apply

Cela permettra, une fois le certificat installé, d'exporter le package en tant que .pfx

2.3 en powershell

Utiliser la commande suivante :

certreq -7

Selon le scenario, les arguments changeront.
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I1l. Valider la requéte en web

Prérequis : Pour pouvoir signer les certificats en web, il faut que le composant web de la CA
soit installé.

Se connecter a la CA : normalement http(s)://<fqdn.de.la.ca>/certsrv

Entrer ses identifiants.

Sign in to access this site

Authaorization required by httpyfoch-lab-adcs01
Your connection to this site is not secure

Username

Password

Choisir 'Request a certificate'.

Microsoft Active Directory Certificate Services — labs404-0CH-LAB-ADCS01-CA-1

Use this Web site fo request a certificate for your Web browser, e-mail client, or other program. By using a certificate, you can verify your identity to people you communicate with over the Web, sign and encrypt messages, and,
depending upon the type of certificate you request, perform other security tasks

‘You can also use this Web site to download a certificate authority (CA) certificate, certificate chain, or certificate revocation list (CRL), or to view the status of a pending request
For more information about Active Directory Certificate Services, see Active Directory Certificate Services Documentation
Select a task:

Request a cerificate

View the status of a pending_certificate request
Download a CA cerlificate, certificate chain, or CRL

Puis 'advanced certificate request’,
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Request a Certificate

Select the certificate type:
User Certificate

Or, submit ar| advanced certificate request.

Ensuite,

1. Coller le contenu du CSR, Incluant les lignes BEGIN et END
2. Sélectionner le type de certificat voulu
3. Cliquer sur 'submit'

Microsoft Active Directory Certificate Services — labs404-0CH-LAB-ADCS01-CA-1

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMC or PKCS #10

Saved Request:

e IWz7IgicdvHps 7w+ I/ UvHE19pvhRUTBCcjDgRH=PE a
Base-G4-encoded |\, 5 2y 5 64 1vaNHFheHCBXOh3YhNOT 9y BBRVORYE
I74= .
————— END CERTIFICATE REQUEST-----
w
4 L
Certificate Template:
[Web Server w]
Additional Attributes:
Attributes:
e
3

Apres un peu d'attente, si le compté était un compte habilité, la réponse reviens.

Attention : Sinon, il faudra aller signer la demande dans le gestionnaire de la CA.
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Choisir le format et cliquer sur 'Download Certificate'

Microsoft Active Directory Cerificate Services — labs404-0CH-LAB-ADCS01-CA-1

Certificate Issued

The certificate you requested was issued to you.

(O DER encoded or
s Download certificate
z Download certificate chain

® Base 64 encoded

oM o= @

B0oa R

&

I Downloads

certnew (2).cer
Open file

See more

1V. Installer le certificat

4.1 Avec lI'import windows

Double-cliquer sur le certificat a importer.
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LAQLET T ILrLll) 1) Ly L ] Pl =

Jpen File - Security Warning

Do you want to open this file?

Mame: ChUsershadministrator LABS404Downloadsh certnew.cer
—H Publisher: Unkneown Publisher
Type: Security Certificate
From: ChUsers\administrator.LABSA0Y Downloads\ certnew.cer

Open Cancel

Always ask before opening this file

harm your computer. If you do not trust the source, do not open this

|9 While files from the Internet can be useful, this file type can potentially
Y
- software. What's the risk?

Vérifier les données, puis cliquer sur 'Install Certificate...'

p  Certificate >

Gereral Detailzs  Certification Path

: ﬁ Certificate Information

This certificate is intended for the following purpose(s):
» Ensures the identity of a remote computer

Issued to: sc-prd-nas0l.labs404.fr

Issued by: |abs404-0CH-LAE-ADCS01-CA-1

Valid from 27/12/2023 to 25/12/2025

Install Certificate... | | Issuer Statement
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Ici, pour un certificat de serveur web, sélectionner 'Local Machine' puis 'Next'.

x

«# Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store,

A certificate, which is issued by a certification autharity, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections, A certificate store is the system area where certificates are kept.

Store Location
i) Current User

{®) Local Machine

To continue, dick Next.

| ©Next | | Cancel

Cocher 'Place all certificates in the following store' puis cliquer sur 'browse'.
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& ¢ Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedfy a location for
the certificate.

() Automatically zelect the certificate store bazed on the type of certificate
(®) Place all certificates in the following store

Certificate store:

| Browse. ..

Mext Cancel

Sélectionner le magasin approprié (ici 'Web Hosting'). Puis valider en cliquant 'OK"

Select Certificate Store >

Select the certificate store you want to use,

----- || Trusted Packaged App Installation Authc A
----- || Trusted Devices

Sl //=b Hosting
----- | Windows Live ID Token Issuer
il | WindowsServerUpdateServices

£ >

[ show physical stores ,

Cancel

Faire 'Next' puis 'Finish'.
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& ¢ Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish.

You have spedfied the following settings:

Certificate Store Selected by User U= sl glv=uigl|
Content Certificate

Finish | | Cancel

Le message de confirmation apparait.

Certificate lmport Wizard >

o The import was successful,

4.2 En récupérant le contenu du Certificat

Si besoin, ouvrir le certificat
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] cemtnew (21 271272023 14:51 Security Certificate

~ Last Open
Install Certificate ] -
] e 12/2023 01: 1 Security Certificate
Eic 1= Share i e e
= 0 ith i
E " pen wi > Q Crypto Shell Extensions
] ce Give access to b _| Notepad
D te Restore previous versions Search the Microsoft Store
i Fi Send to > Choose another app
~ Earl . |

Et récupérer le contenu en copier/coller

E certnew (2) - Motepad

| P T e Y

File Edit Format WView Help

MIIF9zCCBN+gAwIBAgI TIAAAAAZ 3825q08DryQAAAAAABjANBgkqhkiGOWBBAQSF
ADBTMRIWEAYKCZImiZPyLGQBGRYCZnIxFzAVBgolkialk/IsZAEZFgdsYWIzNDAG
MSQuIgYDVQQDExtsYW]zNDAGLUIDSCIMQUI tQURDUZAXLUNBLTEwHhcNMiMxMF I3

Il faudra ensuite suivre la procédure de votre équipement pour importer celui-ci.
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