Filer - Création de
répertoires partagées

Difficulté : Novice

Notions : Serveurs de fichiers, partages réseaux, travail
collaboratif.

l. Introduction

Cette procédure a pour but d'expliquer la mise en place de partages de fichiers dans le cadre des

erveurs de fichiers.

Info : En complément de cette page, il peut étre intéressant de consulter d'abord la page :

Active Directory - Méthode AGDLP

Il. Création d'un partage



https://docs.labs404.fr/uploads/images/gallery/2026-07/scaled-1680-/PaKnovice-png.png
https://docs.labs404.fr/books/cours-theoriques/page/active-directory-methode-agdlp

En mode GUI

Ouvrir le gestionnaire de serveur.

]
r_
Server Manager

Se déplacer dans le menu "Files and storage service --> Shares".

B Server Manager - [ul b ]
5 * Shares I" Manage
=3 SHARES VOLUME
ﬁ Servers All shares | 1 total TASKS = Shares on och-lab-fil01 TASKS
o | Youme ° @~ ®~ v o
1 Disks - - - Capacity: 63,1GB
m Storage Pools Share Lacal Path Protocol  Availability Typ
: 34% Used W 215 GB Used Space
hares 4 och-lab-fil01 (1) ] 41,6 GB Free Space
i5Csl CADFSRoots\Shares Not Clustered

Work Folders

Go to Volumes Ovenview >

QUOTA

Shares on och-lab-fil01

T'o use quotas, File Server Resource Manager must be installed,

To install File Server Resource Manager, start the Add Roles and Features Wizard,

Faire 'Tasks --> New Share...'.

VLW IME

TASKS Shares on ¢

[ New Share.. ,\“J i
L

Refresh "
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L'assistant s'ouvre.

Sélectionner 'SMB Share - Advanced'. Puis faire 'Next'.

B Mew Share Wizard

Select the profile for this share

File share profile:

SMB Share - Quick

Description:

This advanced pmﬁlegters additional options to
configure a 5MBE file share.

l SMB Share - Advanced
SMB Share - Applications
MF5 Share - Quick
MFS Share - Advanced

Sélectionner le serveur sur lequel le partage sera situé. Puis le volume. Puis faire 'Next'.

# Set the folder owners for access-denied
assistance

* Configure default classification of data in the
folder for management and access policies

* Enable quotas

< Previous MNext » Create Cancel

-

L=

Conselil : Si le répertoire existe déja ou que le chemin par défaut ne conviens pas, il est

possible de choisir I'option d'en dessous permettant de choisir un chemin persnnalisé.
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Fe Mew Share Wizard — O x

(=

» Select the server and path for this share

Select Profile server.

d Server Name Status Cluster Rale Owner Node
~ och-lab-fl01 Cnline Mot Clustered
are Mame

O This st displays servers only with File Server Resource Manager installed,

Share location:
® Select by volume:

Volume Free Space Capacity File System
[ 41GE B&3I1GB NTFS

446 GE 498 GB NTFS

The location of the file share will be a new folder in the \Shares directory on the selected
volume,

) Type a custom path:

Entrer un nom de répertoire. Celui-ci sera utilisé a la fois comme nom répertoire et comme nom
de partage. Puis faire 'Next'.
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Bz Mew Share Wizard — O x

Specify share name

Share name: Comptabilite]

LA
il
A
T
a
=
m

{ Share Location
Share description:

Other Setiings

Local path to share:

EAShares\Comptabilite
0 1f the folder does not exist, the folder is created,

D!* Remote path to share:
\woch-lab-fil01\Comptabilite

<P | [hew> ] [ o

Cocher les cases suivantes :

e Enable access-based enumeration ( Elle permet de masquer les dossiers dont
|'acces est interdit )

e Allow caching of share ( Autorise les utilisateurs a faire de la mise en cache du
partage sur son poste )

e [Facultatif] Encrypt data access ( Active le chiffrement pour les transferts de fichier
depuis et sur le partage )

Puis faire 'Next'.
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Bz Mew Share Wizard — O x

2 Configure share settings

select Profile [+/] Enable access-based enumeration
chare Location Access-based enumeration displays only the files and folders that a user has permissions 1o
d = . access. If a user does not have Read (or equivalent) permissions for a folder, Windows hides the
Share Name folder from the user's view.
Allow caching of share
Permissions Caching makes the contents of the share available to offline users. If the BranchCache for

MNetwork Files role service is installed, you can enable BranchCache on the share.
Enable BranchCache on the file share

BranchCache enables computers in a branch office to cache files downloaded from this
share, and then allows the files to be securely available to other computers in the branch.
[] Encrypt data access
When enabled, remote file access to this share will be encrypted. This secures the data against
unauthorized access while the data is transferred to and from the share. If this box is checked
and grayed out, an administrator has turned on encryption for the entire server.

<prmious | [ Net> ] | coene

Cliquer sur 'Customize permissions...'.

(=r}
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Bz Mew Share Wizard

»  SpReify permissions to control access

Permissions to access the files on a share are set using a combination of folder permissions, share

Select Profile
d Share Location permissions, and, optionally, a8 central access policy.
Share Mame Share permissions: Everyone Full Control
Other Settings Falder parmissions:
Type Principal Access
Management Properties Allow BUILTIN\Users Special
Allow BUILTIN'Wsers Read & execu...
Allow CREATOR OWMER Full Cantral

Allow NT AUTHORITY\SYSTEM  Full Control
Allow BUILTIN'Administrators  Full Control
Allew BUILTIN'Administratars  Full Cantrol

Customize permissions..

Applies To

This folder and subfolders

This folder, subfolders, and files
Subfolders and files anly

This folder, subfolders, and files
This folder, subfolders, and files
This folder anly

Cliquer sur 'Disable inheritance'.

(=r}
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Bz Mew Share Wizard — O x

(=r}

»  SpReify permissions to control access

Select Profile Permissions to access the files on a share are set using a combination of folder permissions, share
d Share Location permissions, and, optionally, a8 central access policy.

Share Mame Share permissions: Everyone Full Control

Other Settings Falder parmissions:
Type Principal Access Applies To

Management Properties Allow BUILTIN\Users Special This folder and subfolders b
Allow BUILTIN'U=sers Read & execu... This folder, subfolders, and files |
Allow CREATOR OMWMER Full Control Subfolders and files anly

Allow NT AUTHORITY\SYSTEM  Full Control This felder, subfelders, and files
Allow BUILTIN'Administrators  Full Control This folder, subfolders, and files
Allew BUILTIN'Administratars  Full Cantrol This folder anly

Customize permissions..

Choisir 'Convert inherited permissions into explicit permissions on this object'.

Block Inheritance *

E.h What would you like to do with the current inherited permissions?

1 d

| You are about to block inheritance to this ebject, which means that permissions

1 inherited from a parent object will no longer be applied to this object.

f =» Convert inherited permissions into explicit permissions on ¥

H R this object. b
b

' —» Remove all inherited permissions from this object. g

i b

F 1

Cancel

Retirer les permissions non souhaitées et ajouter celles qui sont pertinentes au regard de la
méthode AGDLP. Puis cliquer sur 'Apply'.
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(e Advanced Security Settings for Comptabilite o %

Mame: EMShares\Comptabilite
Ohwinen Administrators (QCH-LAB-FILOTVAdministrators)  Change
Permissions Share Auditing Effectrve Access

1 | Foraddiional information, double-click a permission entry. To modify a permission entry, select the entry and click Edit (if available).

Permission entries:

Principal Type Access Inherited from Applies to

AR Administrators (OCH-LAB-FILD1WA...  Allow  Full control MNone This folder, subfolders and f
f BB SYSTEM Allow  Full contral Mone This folder, subfolders and f

SR CREATOR OWMER Allow  Full control Mone Subfolders and files only

“GRP_SE'C_GL_FILaCnmptahiIi'té_FC (L. Allow  Full control Mone This folder, subfolders and £

BB GRP SEC_GL_FIL-Comptabilité RO (L... Allow  Read & execute Mone This falder, subfolders and f

BB GRP_SEC_GL_FIL-Comptabilité RW [... Allow  Madify Mone This falder, subfolders and f

Remowe Edit

Enable inheritance

[_J Replace all child object permission entries with inheritable permission entries from this cbject

0K Cancel Apply

Se déplacer dans I'onglet 'Share'. Changer les permissions de "Everyone" en 'Read'. Puis
cliquer sur 'Apply'.


https://docs.labs404.fr/uploads/images/gallery/2026-07/scaled-1680-/q7qimage-png.png

~ Advanced Security Settings for Comptabilite |

d
I'vlamﬂ[::55 E-\Shares\Comptabilite

3 Chwner Administrators (OCH-LAB-FILOTVAdministrators) Change
Permissions Share Auditing Effective Access

N | To modify share permissions, select the entry and click Edit.

Metwork location for this share: \och-lab-fill1.lab.localh .Comptabilite

Permission entries:

I Principal Type Access

Add Remiowve Edie

Cancel Apply

Il sera possible de tester ces permissions avec l'onglet 'Effective Access'.
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| © Advanced Sepyrity Settings for Comptabilite O
Mame: E\Shares\Comptabilite
Owner Administrators (OCH-LAB-FILOT\Administrators) Change
Permissions Share Auditing

1 | Effective Access allows you to view the effective permissions for a user, group, or device account. If the account is a member of a
domain, you can also evaluate the impact of potential additions to the secunty token for the account. When you evaluate the impact of
adding a group, any group that the intended group is a member of must be added separately.

User/ Group:  Select a user

i Include group membership Click Add items Add items
Device: Select a device
Include group membership Click Add items Add itemns

Include a user claim

Include a device claim

View effective access

Cancel Apply

Cliquer sur 'OK'.

De retour sur la fenétre principale, cliquer sur 'Next'.


https://docs.labs404.fr/uploads/images/gallery/2026-07/scaled-1680-/RJYimage-png.png

Bz Mew Share Wizard O

Specify permissions to control access

Select Profile Permissions to access the files on a share are set using a combination of folder permissions, share
{ Share Location permissions, and, optionally, a central access policy.
Share Name L} Share permissions: Everyone Read Only
Other Sattings Falder permissions:
Type Princpal Access Applies To
Management Properties Allow LABVGRP_SEC_GL_FIL-... Full Control This folder, subfolders, and files
Allawe LABYGRP_SEC_GL_FIL-.. Maodify This folder, subfolders, and files

Allow LABVGRP_SEC_GL FIL-... PRead & execu... This folder, subfolders, and files
Allow BUILTINVAdministrators  Full Cantrol This folder, subfolders, and files
Allow NT AUTHORITY\SYSTEM  Full Control This folder, subfolders, and files
Allaw CREATOR C'WHMER Full Cantral Subfolders and files anly

Customize permissions...

[<Previous | [ Nea» | [ Creote

Choisir le but du partage. Ici "Group Files".

Bonne pratique : Si un serveur de messagerie est disponible, entrer I'adresse mail de
la personne ou du groupe a avertir en cas de tentative non autorisée.

Puis faire 'Next'.
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Be Mew Share Wizard — O b4

(=

v Specify folder management properties

Select Profile The Folder Usage property specifies the purpose of the folder and the type of files stored in it, and
is used by data management policies such as classification rules.

Select the Folder Usage value for this folden
[] User Files
Group Files
[] Application Files

| [ Bacp and Archival Files

4 Share Location

Share Name

Other Setiings

Permissions

Quota

The Folder Owner Email property specifies the distribution list or email addresses that are
contacted when users request assistance after being denied access to the folder.

Speafy the Folder Owner Email addresses (separated by semicolons):

(o] [ets ] [ come ] o]

Il est possible a cette étape d'ajouter des stratégies de quotas d'utilisation afin d'optimiser la
gestion des espaces de stockage.
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F= Mew Share Wizard

Apply a quota to a folder or volume

select Profile ®) Do not apply & quota

Share Location i_} Apply a quota based on the template:
| Share Name 100 ME Limit

Other Semings 200 MB Limit Reports to User

Monitor 200 GB Velume Usage

Monitor 500 MB Share
Management Properties 200 ME Limit with 50 MB Extension
250 ME Extended Limit

Permissions

Confirmation 2 GB Limit

Summary of template:

< Previous | | Next> |

Vérifier les paramétres et faire 'Create'.

| Create
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Bs, New Share Wizard

v Confirm selections

[:.1? Select Profile
1 Share Location
Share Name
Other Settings
Permissions
KWanagement Froperties

Quota

Le partage est alors créé

SHARE LOCATION
Server:
Cluster role;

Local path:

SHARE PROPERTIES

Share name:

Protocol:

Access-based enumeration:
Caching:

BranchCache:

Encrypt data:

MANAGEMENT PROPERTIES
Folder usage:
Quota template:

Confirm that the following are the correct settings, and then click Create. 5

och-lab-fil)1
Mot Clustered
E\Shares\Comptabilite

Compitabilite
SMB
Enabled
Enabled
Disabled
Disabled

Group Files
MNone applied

Mext = Create || Cancel

. Cliquer sur 'Close' pour fermer |'assistant.
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Bz Mew Share Wizard

View results

s

The share was successfully created. b
3 Task Progress Status
Create SME share I _ompleted
Set SMB permissions I _ompleted
Set folder usage ] Cnmpletgd

< Previous Mext » Close Cance

Le nouveau partage est désormais listé et accessible.

er *» File and Storage Serv P Morage  Toos
_ =3 SHARES VOLUME
[[H] Servers h¥) All shares | 2 total TASKS w Shares on och-lab-fil01 TASKS w
-I- Volumes e I »p ®~ @~ v ) )
| 1 Disks Capacity: 63,1 GB
m Storage Pools Share Local Path Protocol - Awailability Typ
_ ) 34.8% Used B 220 GB Used Space
Shares 4 pch-lab-fil01 (2) || 41,1 GB Free Space

iSCSI Shares CADFSRoots\Shares Not Clustered

Work Folders Comptabilite E:\Shares\Comptabilite SMB Mot Clustered

Go to Volumes Overview >
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B och-lab-filol.lab.local X -

£ I = f@ > MNetwork » och-lab-f

Comptabilite

Hl Desktop —

En mode console

Créer tout d'abord le répertoire qui sera partagé.

New-item -path <path\to\folder> -ItemType Directory

Partager ensuite le répertoire.

New-SmbShare -Name "<NomDePartage>" -Path "<chemin\vers\dossier>" -Description
"<description facultative>" -FullAccess "<domain\domain admins>" -ReadAccess "Everyone"

FolderEnumerationMode AccessBased

Retirer les autorisations existantes et désactiver I'héritage.

# Récupérer les acl existantes

$acl = Get-Acl "<chemin\vers\partage>"

# Désactiverl'héritage et convertir les ACL existantes en ACL explicites.
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# Le premier $true désactive 1'héritage, le second Convertit les ACE héritées en ACE
explicites

$acl.SetAccessRuleProtection($true, $true)

Puis désactiver I'héritage et ajouter les acl :

Info : Pour la matrice des regles acl, voir Windows - Matrice des permissions NTFS

# Retirer les ACL existantes

$acl.Access | Foreach-Object { $acl.RemoveAclRule($ ) }
# définir les nouveaux droits
$acl.AddAccessRule([System.Security.AccessControl.FileSystemAccessRule]: :new(

"<groupeAD>", "ReadAndExecute","ContainerInherit,ObjectInherit","none","Allow"

))

# Répéter pour chaque groupe (Se référer a la matrice fournie ci-dessus pour les droits)

# Appliquer les ACL

Set-Acl -Path "<chemin\vers\partage>" -AclObject $acl

(Facultatif) Appliquer les quotas :

Prérequis : Le rOle 'FS-Resource-Manager' soit étre installé.

# Définir une action lors du dépassement du seuil d'alerte
$Action = New-FsrmAction -Type Event -EventType Warning -Body "Le dossier [Source File

Path] atteinds la limite de quota" -RunLimitInterval 360
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# Définir un seuil et appliquer l'action lors du dépassement de celui-ci

$Threshold = New-FsrmQuotaThreshold -Percentage 90 -Action $action

# Mise en place du quota

New-FsrmQuota -Path "<chemin\vers\partage>" -Size <tailleUNITE> -Threshold $Threshold -
SoftLimit
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